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1. Routing and NAT 

 

USG ZyWALL is usually placed at the company network boarder, acting as company 

network gateway. Routing and NAT are the indispensable functions of USG ZyWALL, 

responsible for the routing among intranet networks, as well as comprehensive routing 

between intranet and internet traffic. Thus, correctly set up routing and NAT are very 

important for the USG ZyWALL to work properly as your requirements.  

 

 

 

In the scenario above, thereôre various intranet subnets interconnected. The client 

zone and WLAN zone are connected directly to the USG ZyWALL, server zone and 

VoIP client subnets are connected to a switch, and the switch is connected to the USG. 

All the intranet clients and servers need to be able to access internet, with proper 

settings of routing and SNAT. The intranet servers should be able to be accessed by 

internet clients, and also should be able to be accessed by the intranet clients. To 

enable the branch office intranet clients communicate safely with the HQ internet 

resources and clients, IPSec VPN are built between the HQ USG and branch office 

security gateway, so correct VPN routing is also necessary. Telecommunicates not 

only wants to access the HQ resources via SSL VPN, but also wants to access branch 

office resources via SSL VPN first to the HQ, then is directed to the branch office via 

IPSec VPN. To achieve this goal, we also need correct routings set on the USG 

ZyWALL.  
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1.1. Understand Packet Flow 

 

Before start setting up Routing and NAT on your USG ZyWALL, understanding its 

packet flow, Routing and NAT priority may help a lot for your correct setting up. 

 

1.1.1. General Packet Flow 

 

Below is the general packet flow in USG ZyWALL. It reflects how the USG 

ZyWALL processes traffic from the time it enters ZyWALL from one interface, till it 

leaves ZyWALL from another interface.  

 

 

 

For example, USG ZyWALL receives VoIP packet from LAN interface.  

1. The frames sent through network may be fragmented to meet the MTU settings on 

each router through the path the traffic goes on network. When the USG receives 

traffic, it will first defragment the frames.  

2. The ALG (Application Layer Gateway) will check and alter the application layer 

information, e.g. Contact information in the SIP message header and SDP 

information in message body.  
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3. Then USG will check whether thereôs DNAT (Destination NAT) rule set, if there 

is, it will translate the destination address according to the DNAT rule. If thereôs 

not, USG will remain the original destination address. Usually from traffic sent 

from intranet to outside, thereôs no DNAT rule set.  

4. The traffic is sent to the routing procedure. USG decide where it should send the 

traffic to, and via which interface.  

5. The traffic is sent to the firewall processing stage. If according the firewall rule, 

the traffic is allowed, USG will allow the traffic to pass, if itôs set to Block, the 

USG will drop the traffic, and generates a log if the firewall rule is set to log.  

6. The traffic is sent to the ADP processing stage. USG will perform ADP checking 

according to ADP rules, and ADP signatures. If the traffic is detected as anomaly 

attack, the USG will block/log the traffic according to the ADP signatures.  

7. The traffic is sent to the IDP processing stage. USG will perform IDP checking 

according to IDP rules, and IDP signatures. If the traffic is detected as intrusion 

attack, the USG will block/log the traffic according to the IDP signatures. 

8. The traffic is sent to Application Patrol processing stage. USG will check the 

traffic application layer to determine its class according to relative IDP signatures. 

If traffic matches some application class, USG will decide how to handle the 

traffic according to the App Patrol rules.  

9. Traffic is sent to Content Filtering processing stage if the traffic is web traffic. 

USG check what action it should take according to Content Filtering rules.  

10. The traffic is sent to Anti-Virus processing stage. USG will examine the traffic 

with AV signatures. If virus is detected, it will give corresponding action 

according to AV setting.  

11. The traffic is sent to Anti-Spam processing stage if it is mail traffic (SMTP, POP3), 

then gives corresponding action according to AS settings.  

12. The traffic is sent to SNAT procedure. USG will map the trafficôs source address 

according to SNAT rules (outgoing interface, customized address, NAT 1:1 

address, etc, which is to be discussed later).  

13. The traffic is sent to Bandwidth Management procedure. USG will allocate 

bandwidth to the traffic if corresponding BWM rule is set.  

14. The traffic will be fragmented if the frame is larger than the interfaceôs MTU 

setting.  

15. The traffic is finally sent out.  

 

1.1.2. Routing priority 

 

Understanding Routing Priority in USG ZyWALL helps a lot for you to correctly set 
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up routing rules to fulfill your network scenario requirements.  

The picture below shows the routing priority in USG ZyWALL. The priorities 

determine which routing the USG will take according to the trafficôs source, 

destination, and service type.  

 

 

 

1. USG directly connected routing takes first priority over all other routings.  

Take the following scenario as an example.  

 

 

 

On the USG ZyWALL, a policy route is set: 

Incoming interface: LAN1 

Source Address: LAN subnet 192.168.1.0/24 

Destination Address: Any 

Service: Any 

Next Hop: WAN1 (200.0.1.1) 

SNAT: Outgoing Interface 
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USG receives traffic from LAN1, destination is 172.25.27.5, which is in the direct 

connected subnet of WAN2 172.25.27.3. Direct route takes first priority. So the traffic 

will be sent out from WAN2, although in the policy route the next hop is WAN1.  

 

2. Policy Route takes the second routing priority.   

Thereôs an advanced setting in Policy Route, which is ñUse Policy Route to Override 

Direct Routeò. This function will enable Policy Route to take priority over Direct 

Route. For detail, please go to 1.8 Policy Route vs. Direct Route 

 

3. One to One NAT routing takes third priority.  

Different from ZLD v2.1x, One to One NAT routing is generated automatically by 

system after One to One NAT rule is set in Configuration>Network>NAT. For 

detailed explanation, please go to section 1.4 Setting up One to One NAT 
 

4. IPSec VPN routing takes fourth priority. 

Different from ZLD v2.1x, routing for IPSec VPN traffic is generated automatically 

by system. Thereôs no need to add policy routes for IPSec VPN one by one. For 

detailed explanation, please go to section 1.9 Routing for IPSec VPN 

 

5. Static Routes and dynamic routes take fifth priority.  

Static routes are manually added by administrator, specifying the next hop for certain 

destination. Dynamic routes are system dynamically learned routes through routing 

protocols, such as RIP and OSPF.  

 

6. Default WAN Trunk takes the sixth priority.  

From ZLD v2.20, thereôs a default WAN Trunk for system routing. If no routings in 

the higher priorities are present in the device, USG can use the Default WAN Trunk to 

route traffic. Usually the Default WAN Trunk includes all the systems WAN interfaces 

and ppp interfaces. For detailed explanation, please go to section 1.2 Default WAN 

Trunk and Default SNAT .  

 

7. Routings in system Main route table take last priority in routing. 

Main route table generally contains default route learnt from interface default 

gateway.  

For example, in WAN2 interface, the default gateway is 200.0.0.2. If thereôs not any 

routings with higher priorities, the USG will use this route: Sending traffic to gateway 

200.0.0.2.  
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NOTE: Default gateways in different interfaces also have priorities. Theyôre decided 

by the interface Metric. The smaller the metric value, the higher the priority is. Thus, 

metric 0 has the highest priority among all the interface default gateways.  

If two or more interfaces are using the same metric value, e.g. 0, the first configured 

interface gateway will have priority over all other later configured interface gateways 

with the same metric value.  

 

1.1.3. SNAT Priority 

 

The picture below shows the SNAT priorities in USG ZyWALL. The priorities will 

determine which SNAT rule the USG ZyWALL will use to map the trafficôs original 

source address.  
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1. Policy Route SNAT takes the first priority.  

Usually we will set SNAT for traffic in Polity Route.  

 

 

 

You can set SNAT to map the original source address to: 

Á Outgoing interface 

Á Customized single address 

Á Customized group address 

 

Outgoing interface: 
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Customized single address: 

a. Go to Configuration > Object > Address, add one address object with Type as 

Host. 

 

 

 

b. Go to Configuration > Network > Routing, add one policy route, and choose the 

SNAT as the added address object. The source address will be translated to this 

address 200.0.0.2.  

 

 

 

Customized group address: 

a. Go to Configuration > Object > Address, add one address object, with Type as 

Range.  
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c. Go to Configuration > Network > Routing, add one policy route, and choose the 

SNAT as the added address object. The source address will be translated to 

addresses in this range randomly.  

 

 

 

NOTE: If you want to set SNAT as customized single/group address, you cannot set 

the next hop as Trunk.  

 

2. One to One SNAT takes the second priority. If traffic doesn't match any policy 

route SNAT, the USG will goes to check whether thereôs One to One SNAT set. 

One to One SNAT is set in Configuration > Network > NAT.  

For detailed explanation, please go to section 1.4 Setting up One to One NAT.  

 

 

 

3. NAT Loopback SNAT takes the third priority. NAT Loopback SNAT is generated 

automatically when you enable NAT Loopback in Configuration > Network > 

NAT.  
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For detailed explanation, please go to section 1.6 NAT Loopback.  

 

4. Default SNAT takes the last priority. USG ZyWALL uses the Default WAN Trunk 

to route traffic from intranet to internet, and maps the trafficôs original address to 

the outgoing interface in the Default WAN Trunk.  

Go to Configuration > Network > Interface > Trunk.  
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For detailed explanation, please go to section 1.2 Default WAN Trunk and Default 

SNAT.  

 

 

1.2. Default WAN Trunk and Default SNAT 

 

Default WAN Trunk and Default SNAT are the newly added features in ZLD v2.20. 

Theyôre designed for user convenience. With Default WAN Trunk and Default SNAT, 

user doesnôt need to configure policy routes to route intranet traffic to internet. This 

new routing feature will apply to the traffic from intranet to internet.  

USG ZyWALL determines whether the traffic is intranet or internet according to the 

interface type, which is also a newly added feature in ZLD v2.20.  

 

 

 

1.2.1. Interface Type 

 

In ZLD v2.2, user can define interface type as the following three types: 

Á Internal 

Á External 

Á General 

You can flexibly define each interfaceôs type according to your network scenario.  

Go to Configuration > Network > Interface > Ethernet.  
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Internal interface is generally connected to the intranet which is behind the USG 

ZyWALL. An internal interface can act as DHCP server or DHCP Relay. However, it 

canôt act as DHCP client.  
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External interface is connected to the WAN side of the USG ZyWALL. An external 

interface can act as DHCP client. However, it canôt act as DHCP server or DHCP 

relay.  

NOTE: All ppp interfaces and aux interface are set as External by system.  

 

 

 

General interface can act both as DHCP client or DHCP server and DHCP relay. Itôs 

forward compatible with older ZLD versions. Also, if user wants to flexibly configure 

the interface, he also can set the type as General.  
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Below is interface type comparison table of different USG models.  
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1.2.2. Default WAN Trunk and default SNAT 

 

1.2.2.1. Default WAN Trunk 

 

When an interface type is set as External, this interface will be added automatically to 

the Default WAN Trunk. In other words, the Default WAN Trunk consists of all the 

USG ZyWALLôs external interfaces.  

 

For example, in USG200, interface wan1 and wan2 type are both external.  

 

 

 

 

 
 

Go to Configuration > Network > Interface > Trunk, check the 

SYSTEM_DEFAULT_WAN_TRUNK. 
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Double click this default WAN trunk, you will find it consists of all the external 

interfaces.  

Please be noted that all ppp interfaces and aux interface are external type by default.  

 

 

 

User can also add customized default WAN trunk. Go to Configuration > Network > 

Interface > Trunk. Add customized WAN trunk in User Configuration, then choose 

User Configuration Trunk, and select the customized WAN trunk.  
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1.2.2.2. Default SNAT 

Default SNAT is enabled by default. Click Show Advanced Settings, the Default 

SNAT setting will show. Default SNAT will map trafficôs source address to the 

outgoing interface address in the default WAN Trunk.  

 

 

 

 

 

1.2.2.3. Using Default WAN Trunk and Default SNAT 

 

When USG receives traffic from an internal interface, and thereôs no direct route, 

policy route, one to one NAT route, static route or dynamic route applicable to this 

traffic, USG will send it out from the Default WAN Trunk.  
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Network scenario: 

In the example below, client 192.168.1.33 from intranet wants to ping an internet 

server 8.8.8.8.  

 

 

 

Thereôs no policy route, or NAT 1:1 route set for the traffic.  

Policy route setting: 

 

 

 

NAT setting: 

 

 

Clint 192.168.1.33 tries to ping an internet server e.g. 8.8.8.8, the ping is successful. 

The traffic is in fact sent out from the Default WAN Trunk.  
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1.3. Setting up Virtual Server 

 

Itôs a common practice to place company servers behind the USG ZyWALLôs 

protection, and at the mean time, letting WAN side clients/servers accessing the 

intranet servers. For example, the company may have mail server, which needs to be 

able to be connect by internet mail servers and clients; the company may also have 

web server, ftp server, etc, which all need to be accessed from internet. We should 

configure Virtual Server rules to achieve these applications.  

 

1.3.1. Network Scenario 

 

In the scenario below, network administrator wants the web server (192.168.1.5) to be 

accessed from WAN1, and the web server (192.168.1.6) to be accessed from WAN2.  
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1.3.2. Configuration steps 

 

Step1. Go to Configuration > Network > NAT, click Add button to add one NAT rule.  

 

 

 

Step2.  In the rule editing window, fill in all the necessary fields.  

Port Mapping Type: Select Virtual Server 

Incoming Interface: For the web server, since you want it to be accessed from WAN1, 

select wan1.  

Original IP: You can choose User Defined, and manually enter the WAN1 IP. Or you 

can first create one address object from the Create new Object field, and then choose 

this object from the Original IP dropdown list.  

Mapped IP: Specify the server IP address. In this case, itôs 192.168.1.5. You may also 

first create one object then select from the dropdown list.  

Port Mapping: In this case, to avoid conflicting with the http port of USG itself, we 

set the original port as TCP 8080, and mapped port as TCP 80.  
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Following the steps above, add the virtual server rules for the mail server to forward 

SMTP and POP3 from WAN2 to the server 192.168.1.6.  

 

 

 

Donôt forget to configure corresponding firewall rule to allow the http, smtp and pop3 

traffic from WAN to the LAN servers.  
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Please not that for the web server forwarding firewall rule, the service is http TCP port 

80 instead of TCP 8080. Because in general packet flow, DNAT process precedes 

firewall checking.  

 

 

1.4. Setting up One to One NAT 

 

1.4.1. Network Scenario 

 

One to One NAT makes sure one local IP maps to one unique global IP, no matter the 

traffic is outgoing from local to internet, or incoming from internet to local.  

 

 

 

In the scenario above, we map the WAN global IP 200.0.0.1 to the intranet web server 

192.168. 1.5. So, when an http client on the internet wants to access the server, its 

original IP is 200.0.0.1. After the USG receives the traffic, it maps the destination 

address to 192.168.1.5. When the server replies, its original source IP is 192.168.1.5, 

when USG receives it, it will translate the source to 200.0.0.1 and send out to the 

internet client.  

After the One to One NAT rule is set, the USG will automatically generate a One to 

One routing rule in the system, as discussed in section 1.1.2 Routing priority. So 

when the server 192.168.1.5 initiates traffic to access internet, if thereôs no applicable 

policy route, the USG will use this One to One routing, send out the traffic through 

the WAN interface 200.0.0.1, and maps the source address to 200.0.0.1.  

 

1.4.2. Configuration Steps 

 

Step1. Go to Configuration > Network > NAT, click Add button to add one NAT rule.  
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Step2.  In the rule editing window, fill in all the necessary fields.  

Port Mapping Type: 1:1 NAT. 

Incoming Interface: Select the WAN interface you want the USG to receive the 

incoming traffic to the server.  

Original IP: You can choose User Defined, and manually enter the WAN1 IP. Or you 

can first create one address object from the Create new Object field, and then choose 

this object from the Original IP dropdown list.  

Mapped IP: Specify the server IP address. In this case, itôs 192.168.1.5. You may also 

first create one object then select from the dropdown list.  

Port Mapping: In this case, we choose mapping type as ñServiceò, and service HTTP.  

 

  

 

Donôt forget to configure corresponding firewall rule to allow the http traffic from 

WAN to the LAN server 192.168.1.5.  
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1.5. Setting up Many One to One NAT 

 

Many One to One NAT rule equals setting up the corresponding number of One to 

One NAT rules.  

The number of IP addresses in the original IP Subnet/Range should equal number of 

IP addresses in the Mapped Subnet/Range. The first IP in the original range will be 

mapped to the first IP in the mapped range, the second IP in the original range will be 

mapped to the second IP in the mapped rangé and so on.  

 

1.5.1. Application Scenario 

 

 

 

The scenario above requires that a range of global addresses are mapped to a range of 

local addresses with the same number of addresses.  
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1.5.2. Configuration Steps 

 

Step1. Go to Configuration > Network> NAT, click Add button to add one NAT rule.  

 

 

 

Step2.  In the rule editing window, fill in all the necessary fields.  

Port Mapping Type: Many 1:1 NAT. 

Incoming Interface: Select the WAN interface you want the USG to receive the 

incoming traffic to the servers.  

Original IP: First create address objects for the original IP range and mapped IP range 

from the Create new Object field, and then choose this object from the Original IP 

dropdown list.  

Mapped IP: Choose the address object from the dropdown list.  

Port Mapping: It can only set as any.   

 

 

  

Below is the NAT rule overview after configuration is done.  
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After the Many 1:1 NAT rule is set up, a set of one to one routing rules will be 

automatically generated in the USG ZyWALL.  

 

Donôt forget to configure corresponding firewall rule to allow traffic from WAN to the 

LAN server range.  

 

 

 

 

1.6. NAT Loopback 

Company server is located in the local network of the USG ZyWALL. You can create 

Virtual server rule or 1:1 NAT rule to allow WAN side clients to connect to the server. 

You may also needs the server to be accessed by the local clients via the serverôs 

global IP address. For example, local clients try to access the company server by its 

domain name. The domain name will be resolved to the global IP by DNS. Under this 

circumstance, you can enable NAT Loopback.  

 

1.6.1. Network Scenario 

 

Company server (192.168.1.33) is placed in the local subnet, the local client 

(192.168.1.33) which is in the same subnet with the server wants to access the server 
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via the USGôs global IP address. Enable NAT Loopback can fulfill this application.  

 

 

 

1.6.2. Configuration Steps 

 

Step1. Go to Configuration > Network > NAT, click Add button to add one NAT rule.  

 

 

 

Step2.  In the rule editing window, fill in all the necessary fields. And enable NAT 

Loopback.  
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After NAT Loopback is enabled, no policy route is needed, USG will automatically 

checking routing table. And it will only do SNAT for the local clients in the same 

subnet with the server. The source addresses of clients from WAN side and local 

clients in the other subnets will remain the original.  

 

 

1.7. NAT with Proxy ARP 

 

Sometimes user may want to use some non-interface IP as the global IP for some 

servers, or want to do SNAT for some local traffic to map the source address to some 

non-interface IP.  

For example, user has 3 public IP from ISP, 200.0.0.1, 200.0.0.2, 200.0.1.1. User set 

200.0.0.1 as WAN 1 IP, 200.0.1.1 as WAN2 IP. But he/she wants users to use 

200.0.0.2 to access the intranet server, e.g. 192.168.1.5, by adding one NAT rule as 

below: 

Incoming interface: WAN1 

Original IP: 200.0.0.2 

Mapped IP: 192.168.1.5 

 

In ZLD v2.1x, after user added the NAT rule as above, it will automatically created 

one Virtual Interface on the Incoming interface with the non-interface IP. In this 

example, it will add one Virtual interface on WAN1, with IP address 200.0.0.2. 

However, thereôs a disadvantage in this way: after the NAT rule is created, not only 

the traffic to access the intranet server will be allowed, but the USG can also be 

accessed by this non-interface IP, which brings a security concern that some hackers 

may use this non-interface IP to login USG to malicious actions on the USG.  

Besides, you cannot map the outgoing trafficôs source IP to a non-interface IP. 

Because the USG has no way to know that the non-interface IP belongs to itself.  

In ZLD v2.20, after user added the NAT rule as above, it will automatically create 

proxy ARP table to make the non-interface IP corresponding the incoming interfaceôs 

MAC. It will only allow the traffic accessing the intranet server in this NAT rule, 

other traffic will be dropped by the USG.  

Also, in ZLD v2.20, the USG can map outgoing trafficôs source IP to a non-interface 

IP by creating proxy ARP table to map the non-interface IP to the outgoing interfaceôs 

MAC.  
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1.7.1. Application Scenario 

 

In the secnario below, the company gets 4 IP addresses: 200.0.0.1, 200.0.0.2, 

200.0.1.1, 200.0.1.2. The network administrator set WAN1 200.0.0.1, WAN2 

200.0.1.1.  And he/she wants the intranet server 192.168.1.5 to be accessed via 

WAN1 by IP 200.0.0.2. Also, he/she wants the subnet clients 192.168.2.0/24 to go out 

via WAN2, and maps the source IP to 200.0.1.2.  

 

 
 

1.7.2. Configuration Steps 

 

Step1. Go to Configuration > Network > Interface, set up WAN1 and WAN2 address.  

 

 

 

Step2. To fulfill the requirement that the intranet server could be accessed via WAN1 

by the non-interface IP 200.0.0.2, go to Configuration > Network > NAT, add one rule 

as below.  

Incoming interface: WAN1 

Original IP: 200.0.0.2 

Mapped IP: 192.168.1.5 
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Check the ARP table. You will see the record for 200.0.0.2.  

 

 

 

Step3. To fulfill the requirement that the local subnet 192.168.2.0/24 goes out from 

WAN2, and source addresses mapped to the non-interface IP 200.0.1.2, go to 

Configuration > Network > Routing > Policy Route, add one rule as below.  

Source Address: 192.168.2.0/24 

Destination: Any 

Next Hop: WAN2 

SNAT: Address Object WAN2_SNAT (200.0.1.2) 
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Check the ARP table. You will see the record for 200.0.1.2.  

 

 

 

 

1.8. Policy Route vs. Direct Route 

 

Normally, in USGôs routing priority, direct route takes priority over policy routes. 

Sometimes, you may need the policy route takes priority over direct route, thereôs an 

option to allow you to achieve this.  

 

Go to Configuration > Network > Routing > Polity Route, click the icon Show 

Advanced Settings. Then enable the function Use Polity Route to Override Direct 

Route.  
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1.9. Routing for IPSec VPN 

 

In ZLD v2.20, after you created IPSec VPN rules, you donôt need to add 

corresponding Policy Route for routing the VPN traffic any more. The USG will 

automatically add Policy Route according to the phase 2 Local/Remote Policy.  

 

 

 

Since Policy Route has higher priority, you can create policy route to override the 

system auto generated IPSec VPN routes. Or you can also add policy routes to let 

traffic other than in the VPN Phase 2 Local/Remote policy to use this VPN tunnel.  
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By default, ñUse Policy Route to control dynamic IPSec rulesò is enabled, so dynamic 

VPN routes will be integrated to the Site-to-Site VPN routes.  

If you disable this option ñUse Policy Route to control dynamic IPSec rulesò, 

dynamic VPN routes will be moved to have higher priority in the routing priority 

table.  

 

 

1.9.1. Application Scenario 

 

 

 

USG is placed at the HQ, local subnet: 192.168.1.0/24.  

Remote security gateway ZyWALL 70 local subnet: 192.168.4.0/24.  

USG and remote security gateway build IPSec VPN tunnel.  

 

1.9.2. Configuration Steps 

 

On the USG ZyWALL:  

Step1. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add VPN gateway 

(Phase 1) rule.  

 



                         ZyWALL USG Support Notes 

 

40 

All contents copyright (c) 2010 ZyXEL Communications Corporation.  
 

 

 

Step2. Go to Configuration > VPN > IPSec VPN > VPN Connection, add VPN 

Connection (Phase 2) rule.  

 

 

 

On the ZyWALL 70: 

Go to Security > VPN, add VPN phase1 and phse2 rules.  

 

 

 

Establish the tunnel.  
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Traffic can go through this tunnel.  

 

 

 

 

 

1.10. One to One NAT Link Fail Over 

 

1.10.1. Network Scenario 

 

In some cases, network administrator may want to make sure his/her intranet server 

always available from outside.  

In the scenario below, WAN1 is connected to ISP1, and WAN2 is connected to ISP2.  

WAN1: 200.0.0.1.  Non-interface IP: 200.0.0.4 

WAN2: 200.0.1.1.  Non-interface IP: 200.0.1.4 

Requirements: 

Á Outside clients can access the intranet server 192.168.1.33 via both WAN1 and 

WAN2 from the non-interface IP, performing load balance for the server access 

traffic between WAN1 and WAN2.  

Á In case WAN1 fails, the intranet server still can be accessed via WAN2.  

Á The source address of the outgoing traffic initiated from the server will be 

mapped to the non-interface IP.  
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1.10.2. Configuration Steps 

 

Step1. Configure WAN1 and WAN2 IP addresses from Configuration > Network > 

Interface > Ethernet.  

 

 

 

Step2. Go to Configuration > Network > NAT. Add two NAT 1:1 rules.  
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Below is the NAT rule summary: 

 

 

 

Please note that after the two NAT 1:1 rules are added, system will automatically 

generate two 1:1 routing rules as below: 

Source: 192.168.1.33 (server IP)| Destination: any| Next hop: wan1 

Source: 192.168.1.33 (server IP)| Destination: any| Next hop: wan2 

To prevent the traffic from the server to any always match the first 1:1 routing rule, 

we need to add one policy route to over write these two 1:1 routings.  

Step3. Go to Configuration > Network > Interface > Trunk, add one customized WAN 

trunk.  

 

 

 



                         ZyWALL USG Support Notes 

 

44 

All contents copyright (c) 2010 ZyXEL Communications Corporation.  
 

 

 

Step4. Go to Configuration > Network > Routing, add one policy route as below: 

Source: 192.168.1.33(server)| Destination: any| Next hop: <the newly added WAN 

trunk>| SNAT: None. 

 

 

 

Please not that we set the SNAT to be None, because we still need the 1:1 NAT 

mapping to translate the serverôs outgoing traffic source address.  

 

 

1.11. Accessing IPSec VPN Peer Subnet From SSL 

VPN Clients 

 

1.11.1. Application Scenario 

 

USG ZyWALL is placed as the HQ gateway. Branch office builds IPSec VPN tunnel 

to HQ office. Local subnets of branch office and HQ office can communicate via the 

IPSec VPN tunnel.  

SSL VPN client builds SSL VPN full tunnel to HQ to access HQ local subnet 

resources. Besides, the SSL VPN client also wants to access Brach office local 

resources first via SSL VPN full tunnel to HQ, then via the IPSec VPN tunnel to 

branch office.  
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Letôs assume the IP information is as below: 

HQ office: 

WAN: 172.25.27.126 

LAN: 192.168.1.0/24 

SSL VPN range: 10.0.0.1~10.0.0.10 

Branch office: 

WAN: 172.25.27.99 

LAN: 192.168.10.0/24 

 

1.11.2. Configuration Steps 

 

Configuration varies when the branch security gateway is a USG ZyWALL and when 

itôs a ZyNOS ZyWALL (policy based). We will discuss the two situations below: 

 

1.11.2.1. When Branch is a USG ZyWALL 

 

On HQ USG: 

 

Step1. Go to Configuration > Object > Address, add two address objects. One is 

ssl_pool (range 10.0.0.1~10.0.0.10), the other is branch office subnet 

subnet_branch(192.168.10.0/24) 
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Step2. Go to Configuration > Object > User/Group, add SSL VPN user account, e.g. 

ñtestò.  

 

 

 

Step3. Go to Configuration > VPN > SSL VPN > Access Privilege, add one SSL VPN 

rule.  

Enable Network Extension (full tunnel).  

In the Network List, make sure the subnet_branch object (192.168.10.0) is selected.  
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Step4. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phase1 rule to 

branch office.  

 

 

 

Go to Configuration > VPN > IPSec VPN > VPN Connection, add corresponding 

phase2 rule to branch office. Local/Remote policy: 192.168.1.0/192.168.10.0 

 

 

 

Step5. Go to Configuration > Network > Routing > Policy Route, add one policy 

route to route the SSL VPN traffic (sent from SSL VPN client to the branch office 

local subnet) to the IPSec VPN tunnel to_branch.  

Source: ssl_pool (10.0.0.1~10.0.0.10) 

Destination: subnet_branch (192.168.10.0/24) 

Next Hop: IPSec VPN tunnel to_branch 

SNAT: none 

 

 

 

On branch office USG: 
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Step1. Go to Configuration > Object > Address, add two address objects. One is 

subnet_HQ (192.168.1.0/24), the other is ssl_pool (10.0.0.1~10.0.0.10). 

 

 

 

Step2. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add one phase1 

rule to HQ.  

  

 

 

Go to Configuration > VPN > IPSec VPN > VPN Connection, add corresponding 

phase2 rule to HQ. Local/Remote policy: 192.168.10.0/192.168.1.0. 

 

 

 

Step3. Go to Configuration > Network > Routing > Policy Route, add one policy 

route to route the SSL VPN traffic (from local subnet to the SSL VPN client) back to 

the IPSec VPN tunnel.  

Source: LAN1_Subnet (192.168.10.0/24) 

Destination: ssl_pool (10.0.0.1~10.0.0.10) 

Next Hop: IPSec VPN tunnel to_HQ 

SNAT: none 
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After all the settings on HQ and branch USG, user can verify the result.  

Dial up the IPSec VPN tunnel.  

 

 

 

SSL client builds a full tunnel to the HQ USG.  

 

 

 

The SSL VPN client can access both the HQ USG local resources 192.168.1.0/24, 

192.168.2.0/24, and the branch office USG local resources 192.168.10.0/24.  

 

 



                         ZyWALL USG Support Notes 

 

50 

All contents copyright (c) 2010 ZyXEL Communications Corporation.  
 

 

 

1.11.2.2. When Branch is a ZyNOS ZyWALL 

 

On the HQ USG: 

 

Step1. Go to Configuration > Object > Address, add two address objects. One is 

ssl_pool (range 10.0.0.1~10.0.0.10), the other is branch office subnet 

subnet_branch(192.168.10.0/24) 
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Step2. Go to Configuration > Object > User/Group, add SSL VPN user account, e.g. 

ñtestò.  

 

 

 

Step3. Go to Configuration > VPN > SSL VPN > Access Privilege, add one SSL VPN 

rule.  

Enable Network Extension (full tunnel).  

In the Network List, make sure the subnet_branch object (192.168.10.0) is selected.  

 

 

 

 



                         ZyWALL USG Support Notes 

 

52 

All contents copyright (c) 2010 ZyXEL Communications Corporation.  
 

Step4. Go to Configuration > VPN > IPSec VPN > VPN Gateway, add phase1 rule to 

branch office.  

 

 

 

Go to Configuration > VPN > IPSec VPN > VPN Connection, add two phase2 rules 

to branch office.  

First rule for HQ to branch, Local/Remote policy: 192.168.1.0/192.168.10.0 

Second rule for ssl vpn client to branch, Local/Remote policy: 

10.0.0.1~10.0.0.10/192.168.10.0 

 

 

 

On branch office ZyNOS ZyWALL: 

Go to Security > VPN > VPN rules(IKE), add phase 1 rule to HQ.  

 

 

 

Add two phase2 rules.  

One is for traffic from branch to HQ. Local/Remote policy: 192.168.10.0/192.168.1.0 

The other is for traffic from branch to ssl vpn client. Local/Remote policy: 

192.168.10.0/10.0.0.1~10.0.0.10.  
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After the settings above are done on both HQ USG and branch ZyNOS ZyWALL, we 

can verify whether the SSL VPN client can access the remote local resources.  

 

SSL client builds a full tunnel to the HQ USG.  

 

 

 

The SSL VPN client can access both the HQ USG local resources 192.168.1.0/24, 

192.168.2.0/24, and the branch office USG local resources 192.168.10.0/24.  
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2. Deploying EPS 

 

2.1. EPS Introduction 

 

EPS is short for Endpoint Security.  

Endpoint refers to PCs, laptops, handhelds, etc. Endpoint Security is a security 

concept that assumes each endpoint is responsible for its own security. Network 

administrator can set restrict policies to allow only the endpoints that comply with its 

defined security requirements to access network resources. The endpoint security 

requirement items may contain current anti-virus state, personal firewall, and 

operating system patch level, etc.  

For example, a local endpoint doesnôt have any anti-virus software installed. If it surfs 

internet, thereôs a high risk that it may be infected with viruses. Then the viruses may 

be propagated among the entire local network.  

Another example is in SSL VPN case. If the SSL VPN client doesnôt have anti-virus 

software installed, when it accesses the HQ local resources through SSL VPN tunnel, 

it may propagate the virus to HQ local subnet.  

To prevent such undesired situation, the network administrator can use EPS checking 

to restrict endpointsô network access privileges. Only the compliant endpoint can get 

authority to access certain network resources.  

 

2.1.1. EPS --- WebGUI 

Go to Configuration > Object > Endpoint Security to create EPS objects, which can 

later be used in User Aware and SSL VPN applications.  

 

 

 

Below is the EPS editing page.  

For the Passing Criterion, you can choose ñEndpoint must comply with at least one 

checking itemò, or ñEndpoint must comply with all checking itemsò.  

If you choose ñEndpoint must comply with at least one checking itemò, then the client 

can pass the EPS checking as long as it matches at least one checking items that listed 
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below the Passing Criterion.  

If you choose ñEndpoint must comply with all checking itemsò, then the client must 

comply with all the checking items listed below to pass the EPS checking.  

 

 

 

The first checking item is Operating System. You can select Windows, Linux, Mac 

OSX, and other OS.  

If you choose OS as Windows, you can define the OS checking item in detail for its 

version and service pack.  

Windows Version includes Windows 2000, Server 2003, XP, Vista, Windows 7, 

Server 2008 and Server 2008 R2.  

Endpoint must update to Windows Service Pack- We can enter the minimum 

Windows service pack number the user's computer must have installed. The user's 

computer must have this service pack or higher.  

 

 

 

 

The other checking items vary according to the OS you selected.  

If OS checking item is selected as Windows, thereôre additional checking items as the 

following:  

Á Windows Update and Security Patch 

Á Personal Firewall 

Personal firewall support list 

Å Kaspersky_Internet_Security_v2009 

Å Kaspersky_Internet_Security_v2010 

Å Microsoft_Security_Center 

Å Windows_Firewall 

Å Windows_Firewall_Public 
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Å TrendMicro_PC-Cillin_Internet_Security_v2010 

Å TrendMicro_PC-Cillin_Internet_Security_Pro_v2010 

Á Anti-Virus Software 

Anti-Virus Software support list 

Å Kaspersky_Anti-Virus_v2009 

Å Kaspersky_Anti-Virus_v2010 

Å Kaspersky_Internet_Security_v2009 

Å Kaspersky_Internet_Security_v2010 

Å TrendMicro_PC-Cillin_AntiVirus_v2010 

Å TrendMicro_PC-Cillin_Internet_Security_v2010 

Å TrendMicro_PC-Cillin_Internet_Security_Pro2010 

Å Norton_AntiVirus, 2010 

Å Norton_Internet_Security, 2010 

Å Norton_360 Version, version 3 

Å Avria AntiVir Personal_v2009 

 

 

 

If  OS checking item is selected as Linux, thereôre additional checking items as the 
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following: 

Á Application 

· Process that endpoint must execute 

· Process that endpoint cannot execute 

Á File Information 

 
 

If the OS checking item is selected as Mac OSX or Others, thereôs no additional 

checking item.  

 

 
 

2.1.2. EPS --- CLI 
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You can use the CLI below to check your USG EPS information.  

Router> show eps signature status 

This command shows the current EPS signature status, including version, release date 

and signature numbers on your USG.  

 

 

Router> show eps signature personal-firewall 

This command shows current EPS signatures for personal firewall checking.  

 

 

 

Router> show eps signature anti-virus 

This command shows the current EPS signatures for anti-virus program checking.  

 

 

 

NOTE: If the Detection status is ñnoò, it means this EPS signature can only detect 

whether the software is installed, but it cannot detect whether itôs active or not. If the 

Detection status is ñyesò, it means this EPS signature can detect whether the software 

is installed, as well as detect whether itôs active or not.  
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2.1.3. EPS Application Note 

1. If you want to use EPS feature, no matter in User Aware application or in SSL 

VPN application, you should install Java, and make sure Java is enabled in your 

browser.  

2. Although EPS checking is achieved by EPS signatures, it doesnôt need license. 

The signature is updated with firmware upgrade.  

 

 

2.2. Deploy EPS in User Aware 

 

To protect company network, the administrator can set Authentication Policies to 

restrict clients that not only pass user aware authentication, but also pass EPS 

checking, can reach certain network resources, such internet, or DMZ serves.  

 

2.2.1. Application Scenario 

The company has LAN zone and DMZ server zone. The network administrator makes 

restrictions as following: 

Only clients that have anti-virus software installed can access the servers in DMZ 

zone.  

Only clients that have both anti-virus software and personal firewall installed can 

access internet.  

 

 

 

2.2.2. Configuration Steps 

 

Step1. Go to Configuration > Object > Endpoint Security, add EPS objects.  
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Add EPS object that complies with DMZ checking requirements.  

 

 

Add EPS object that complies with internet checking requirements.  
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EPS object summary.  



                         ZyWALL USG Support Notes 

 

63 

All contents copyright (c) 2010 ZyXEL Communications Corporation.  
 

 

 

Step2. Go to Configuration > Authentication Policy, enable Authentication Policy. 

 

 

 

Add authentication policies for DMZ access and internet access checking.  

 

 










































































































































































































































