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1. Routing and NAT

USG ZyWALL is usually placed at the company network boarder, actingpagpany
network gateway. Routing and NAT are the indispensable functions of USG ZyWALL,
responsible for the routing among intranet networks, as well as comprehensive routing
between intranet and intetrteaffic. Thus, correctly set up routing and NAT are very
important for the USG ZyWALL to work properly as your requirements.

"\
Server Zone —
L3 Switch ™
Client
Zone WLAN Zone % /‘* 77
|
I n the scenari o above, therebdbre various

zone and WLAN zone are connected dingtdl the USG ZyWALL, server zone and
VoIP cliert subnets are connected tewitch, and the switch is connected to tHeG.

All the intranet clients and servers need to be able to access internet, with proper
settings of routing and SNAT. The intranet sgsvshould be able to be accessed by
internet clients, and also should be able to be accessed by the intranet clients. To
enable the branch office intranet clients communicate safely with the HQ internet
resources and clients, IPSec VPN are built betwleeidt) USG antbranch office
security gateway, so correct VPN routing is also necessary. Telecommunicates not
only wants to access the HQ resources via SSL VPN, but also wants to access branch
office resources via SSL VPN first to the HQ, then is direcigtie¢ branch office via
IPSec VPN. To achieve this goal, we also need correct routings set on the USG
ZyWALL.
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1.1.Understand Packet Flow

Before start setting up Routing and NAT on your USG ZyWALL, understanding its
packet flow, Routing and NAT priority maelp a lot for your correct setting up.

1.1.1.General Packet Flow

Below is the general packet flow in USG ZyWALL. It reflects how the USG
ZyWALL processes traffic from the time it enters ZyWALL from one interface, till it
leaves ZyWALL from another interface.

Traffic In

For example, USG ZyWALL receives VoIP packet from LAN interface.

1. The frames sent through network may be fragmented to meet the MTU settings on
each router through the path the traffic goes on network. When the USG receives

traffic, it will first defragment the frames.

2. The ALG (Application Layer Gateway) will check and alter the application layer
information, e.g. Contact information in the SIP message header and SDP
information in message body.
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3. Then USG wi l |l check whetNAB rule setyietheee6s DNAT
is, i1t will translate the destination add
not, USG will remain the original destination addréssually from traffic sent
from intranet to outside, thered6s no DNAT

4. The traffic 5 sent to the routing procedure. USG decide where it should send the
traffic to, and via which interface.
5. The traffic is sent to the firewall processing stage. If according the firewall rule,
the traffic is allowed, USG will allow the trafficto passiit 6 s set to Bl oc k.
USG will drop the traffic, and generates a ibthe firewall rule is set to log.
6. The traffic is sent to the ADP processing stage. USG will perform ADP checking
according to ADP rules, and ADP signatures. If the traffic is detest@shomaly
attack, the USG will block/log the traffic according to the ADP signatures.
7. The traffic is sent to the IDP processing stage. USG will perform IDP checking
according to IDP rules, and IDP signatures. If the traffic is detected as intrusion
attack, the USG will block/log the traffic according to the IDP signatures.
8. The traffic is sent to Application Patrol processing stage. USG will check the
traffic application layer to determine its class according to relative IDP signatures.
If traffic matchessome application class, USG will decide how to handle the
traffic according to the App Patrol rules.
9. Traffic is sent to Content Filtering processing stage if the traffic is web traffic.
USG check what action it should take according to Content Filteuleg.
10. The traffic is sent to AnVirus processing stage. USG will examine the traffic
with AV signatures. If virus is detected, it will give corresponding action
according to AV setting.
11.The traffic is sent to AntBpam processing stage if it is madftic (SMTP, POP3),
then gives corresponding action according to AS settings.
122The traffic is sent to SNAT procedure. US
according to SNAT rules (outgoing interface, customized address, NAT 1:1
address, etc, which te be discussed later).
13.The traffic is sent to Bandwidth Management procedure. USG will allocate
bandwidth to the traffic if corresponding BWM rule is set.
14The traffic wildl be fragmented if the fra
setting.
15.The trafic is finally sent out.

1.1.2.Routing priority

Understanding Routing Priority in USG ZyWALL helps a lot for you to correctly set

9
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

up routing rules to fulfill your network scenario requirements.
The picture below shows the routing priority in USG ZyWAIMlhe priorities
determine which routing the USG will take

destination, and service type.

Checking Priority

! High

| Policy Route#1 #2, .
[Many 1to 1 NAT#1,...,#n|
*

Auto-created VPN route

| Static and dynamrc route |
v

1. USG directly connecterouting takes first priority over all other routings.
Take the following scenario as an example.

o™ | ,
TR
BV 4 9  p— :
e‘.p\,\. ‘a-q:\ e :
Q\TL"L g Internet
WANZ 172. 25. 27.5/24
Destination 172. 25. 27. 3/24
172.25.27.5 8 \
-f‘.l (==
= WAN1 Gateway

192, 168. 1. 33 200.0.1.1/24 200.0. 1. 2/24

On theUSG ZyWALL, a policy route is set:
Incoming interface: LAN1

Source Address: LAN subnet 192.168.1.0/24
Destination Address: Any

Service: Any

Next Hop: WAN1 (200.0.1.1)

SNAT: Outgoing Interface

10
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USG receives traffic from LAN1, destination is 172.25.27.5cWhs in the direct
connected subnet of WAN2 172.25.21&ect route takes first priority. So the traffic
will be sent out from WANZ2, although in the policy route the next hop is WANL1.

2. Policy Route takes the second routing priority.

Thereds ean sedvamag in Policy Route, which i
Direct Routeo. This function will enabl e P
Route. For detail, please goXd Policy Route vs. Direct Route

3. One to e NAT routing takes third priority.

Different from ZLD v2.1x, One to One NAT routing is generated automatically by
system after One to One NAT rule is set in Configuration>Network>NAT. For
detailed explanatiomplease go to sectidh4 Setting up One to One NAT

4. IPSec VPN routing takes fourth priority.

Different from ZLD v2.1x, routing for IPSec VPN traffic is generated automatically

by system. Thereds no need to add policy r
detailed explanatiorplease go to sectioh9Routing for IPSec VPN

5. Static Routes and dynamic routes take fifth priority.

Static routes are manually added by administrator, specifying the next hop for certain
destination. Dynamic routes are system dyitally learned routes through routing
protocols, such as RIP and OSPF.

6. Default WAN Trunk takes the sixth priority.

From zZLD v2.20, therebés a default WAN Tr unk
the higher priorities are present in the device, USGusa the Default WAN Trunk to

route traffic. Usually the Default WAN Trunk includes all the systems WAN interfaces

and ppp interface$.or detailed explanatiop)ease go to sectiagh2 Default WAN

Trunk and Default SNAT.

7. Routings h system Main route table take last priority in routing.

Main route table generally contains default route learnt from interface default

gateway.

For exampl e, in WAN2 interface, the default
routings with higher pdrities, the U% will use this route: Sending traffio gateway

200.0.0.2.

11
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« Edit Ethernet 2%

|| Show Advanced Settings

Interface Properties -
Interface Type: external
Interface Mame: Wanz
Part: Pz
Zone: ik e
MaC Address: 00: 25 Fa:10:07:10
Description: (Optional)

IP Address Assignment

7)) Get Automatically

@ Use Fixed IP Address

IP Address: 200.0,0.1

Subnet Mask: 255.255.255.0

Gakeway! 200.0.0.2 {Optianal)
Metric: i} (0-15)

Interface Parameters

Egress Bandwidth: 1048576 Kbps [ 3

OF ] [ Cancel

NOTE:Def ault gateways in different interface:
by the interface Metric. The smaller the metric vathe higher the priority is. Thus,

metric O has the highest priority among all the interface default gateways.

If two or more interfaces are using the same metric value, e.g. 0, the first configured

interface gateway will have priority over all other later configured interface gateways

with the same metric value.

1.1.3.SNAT Priority

The picture below shows the SNAT priorities in USG ZyWALL. The priorities will
determine which SNAT rule the USG ZyWALL wi
source address.

12
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- Checking
Doing SNAT Priority

Policy Route SNAT high

!
1to 1 SNAT
(including Many 1to 1)

NAT Loopback
] \/ low

1. Policy Route SNAT takes the firstiprity.

Usually we will set SNAT for traffic in Polity Route.

=] Hide Advanced Settings
BWM Global Setting
Enable By

Configuration

[] Use Policy Route to Override Dirsct Route

@ Add . i @ M
# . Status User Schedule Incoming Source Destination DSCP Code: Sepvice Mext-Hop DSCP Marking | SMNAT Bt
TR any none alant, SLANT_SUBNET - any any any 2EYSIEM DED preserve outgoing-interface | 0

Fage of 1 Show 50 | litems Displaying 1 -1 of 1

You can set SNAT to map the original source address to:
A Outgoing interface
A Customizedsingleaddress

A Customized group address

Outgoing interface:

13
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Address Translation

Source Mebwork Address Translation: oukgoing-inkerface] v |

Port Triggering none
oukgoing-interface
LAMNT_SUBMET
LAMZ_SUBMET
EXT_WLAMN_SUBNET

Maximum Bandwidth: DMZ_SUBMET
WLAM-1-1_SUBNET
WaN1_IP
WaNZ_IP

YR e ] [

Trigger Service

Bandwidth shaping

Cancel
wieb_swr

Customized single address:
a. Go to Coniguration> Object> Address, add one address object with Type as
Host.

Address Address Group

Configuration

1
# Name = Type Address
1 DMZ_SUBMET INTERFACE SUBMET dmz-192.168 30124
2 EXT_ WL AN_SUBMET INTERFACE SUBMET ext-wlan-10.59.0 0524
3 LANT _SUBNET INTERFACE SUBMET lan1-192.168.1 0524
4 LANZ_SUBNET INTERFACE SUBMET lan2-192.168 2.0/24
5 SWR HOST 192.168.1.33
6 WWANT_IP HOST 192.168.10.34
7 A2 P HOST 192.168.20.34
8 WAN_alias HOST 200.00.2

b. Go to Configuratior» Network> Routing, add one policy route, and choose the
SNAT as the added address object. The source address will be translated to this
address 200.0.0.2.

Address Translation

Source Metwork Address Translation: m -
none
Bandwidth Shaping

oukgoing-interface
LAMT_SUBMET
LAMNZ_SUBMET
EXT_WLAN_SUEMET
DMZ_SUEMET
WLAN-1-1_SUBMET

Maxirurm Bandwidth:

Customized group address:
a. Go toConfiguration> Object> Address, add one address object, with Type as
Range.

14
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Configuration
1
# Mame Type Address
1 DMZ_SUBMET INTERFACE SUBMNET dmz-182.165.3.0/24
2 EXT_WLAN_SUBNET INTERFACE SUBMET ext-wian-10.59.0.0/24
3 LANT _SUBMET INTERFACE SUBMET lan1-192.166.1 0024
4 LANZ_SUBMET INTERFACE SUBMET lan2-182 165.2.0/24
5 SWR HOST 1921881 33
[} WANT_IP HOST 192.168.10.34
7 WaNZ_P HOST 192.168.20.34
8 WA _alias HOST 200002
9 WAN_range RANGE 2000.0.2-200005

c. Go to Configuratior> Network> Routing, add one policy route, and choose the
SNAT as the added address object. The source address Wwahbkated to
addresses in this range randomly.

Address Translation

Source Metwork Address Translation:

none
Bandwidth Shaping outgaing-interface
LANL_SUBMET
LANZ_SUBMET
ERT_WLAM_SUBNET
DMZ_SUBNET
WILAR-1-1_SUBMNET

flazirmum Bandwidth:

NOTE: If you want to set SNAT as customized single/group address, you cannot set
the next hop as Trunk.

2. One to One SNAT takes the second priority. If traffic doesn't match any policy
route SNAT, theUS wi | | goes to check whether
One to One SNAT is set in ConfiguratiorNetwork> NAT.

For detailed explaation, please go to sectiél Setting up One to One NAT

Configuration

Note:
If you want to configure SHAT, plase go to Policy Route,
& add 1]
# Status  Mame Mapping Type Interface Criginal IP Mapped IP Protocal Original Port Mapped Port
! W SR 11 NAT amand, VUANT_IP web_svr tep SHITE 2HTTE
2 @ SWR_bk 1:1 WAT ayvan WVUANZ_IP nieh_sr cp aHTTRe aHTTR

3. NAT Loopback SNAT takes the third prity. NAT Loopback SNAT is generated
automatically when you enable NAT Loopback in Configuratidwetwork>
NAT.

15
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(&) Add NAT 2%

5] Create new Object

General Settings

Enable Rule
Rule Mame: SYR_bk

Port Mapping Type

Classification: ©) virkual Server @ 1:1NaT ) Many 1:1 HAT

Mapping Rule
Incoming Interface: wanz w
Criginal IP; WaANZ_IP w
Mapped IP: web_svr W
Port Mapping Type: Service v
Original Service: HTTP W TCP, 80

Mapped Service: HTTP

| Enable MAT Loopback [

Configure Firewall [

<

TCR, &0

[e]4 ] [ Cancel

For detailed explanation, please go to sectiétNAT Loopback.

4. Default SNAT takes the last priority SG ZyWALL uses the Default WAN Trunk
to route traffic from i ntsorginataddrassoto i nt er ne
the outgoing interface in the Default WAN Trunk.
Go to Configuratior> Network> Interface> Trunk.

I Port Rale I Ethernet I FFP I Cellular I WLAN l VLA I Bridge: I Auxiiary ] Trunk _

[= Hide Advanced Settings

Configuration

Enable Link Sticking [
Tirneout: 300 (30-600 secands) [

Default WaN Trunk

Enable Default SNAT
Default Trunk Selection

@ SYSTEM_DEFALLT ‘wan_TRUMNK

@) User Configured Trunk

User Configuration

@ Add i
# Mame Algorithm
1 test spill-over
Page |1 |ofl Show 50w |items Displaying 1- 1 of 1

System Default

# Mame Algorithm
1 SYSTEM_DEFAULT WA _TRUMK It
Page |1 |ofl Show 50 | v |items Displaying 1- 1 of 1
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For detailed explanation|gase go to sectiadh2 Default WAN Trunk and Default

SNAT.

1.2.Default WAN Trunk and Default SNAT

Default WAN Trunk and Default SNAT are the newly added features in ZLD v2.20.

Theyor e

user

doesndt

designed

need

for
to

user
configure

nk and DefaultiISHAT,C e .

policy

Wi t |
rout

new routing feature will apply to the traffic from intranet to internet.
USG ZyWALL determines whether the traffic is intranet or internet acugito the
interface type, which is also a newly added feature in ZLD v2.20.

N\

Internet

Intranet

1.2.1.Interface Type

In ZLD v2.2, user can define interface type as the following three types:

A Internal
A External
A General
You can flexibly defi ne yeuanettwvorkscehaea. f ac e 6s

Go to Configuratior» Network> Interface> Ethernet.

17
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(e Edit Ethernet EIES

[ show Advanced Setkings

N
General Settings
Enable Interface
Interface Properties
Interface Type: W D
Interface Name: internal
external
Port:
general
Zone: TFT b
MAC Address: 00: 23 Fg:10:07:1E
Descripkion: (Optional)
IP Address Assignment
() et Automatically
@ Use Fixed IP Address
IF Address: 0.0.0.0
Subnet Mask: 0,0.0.0
Gateway: (Optional)
Patric n =15 ¥

’ oK ” Cancel ]

Internal interface igenerally connected to the intranet which is behind the USG
ZyWALL. An internal interface can act as DHCP server or DHCP Relay. However, it
c a n 0ds DHGCP tlient.

(=3 Edit Ethernet 7%

[ show Advanced Settings

Interface Properties -~
Interface Type: internal
Interface Mame: lan1
Port: P4, PS
Zong: LAaN1 b
MAC Address: 00:23:FE: 1007 1F
Description: {Optional)

IP Address Assignment

1P Address: 192,168.1.1

Subriet Mask: 255.255.255.0

Interface Parameters

Egress Bandwidth: 1048576 kKbps [
DHCP Setting
DHCP: DHCP Server »
IP Pool Start Address {(Optional): 192,168,133 Pool Size: 200
First DMS Server {Optional): ZyWaALL w
Second DMS server (Optional): Custom Defined w
Third DNS Server (Optional): Custom Defined w
— e eemmam = v
[0]4 ] [ Cancel
18
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External interface is connected to the WAN side of the USG ZyWAlnoLexternal

interface can act as DHCP client

relay.

NOTE: All ppp interfacesind aux interfacare set as External by sgm.

i) Edit Ethernet

|| Show Advanced Settings
Interface Properties

Inkerface Type:

external

Inkerface Mame:
Pork:

Zone:

MAC Address:

Description:

wanl

P1

WA »
00 23FE 107 1C

{Optional)

@ et Automaticall

Metric:

Egress Bandwidth:

Connectivity Check

Check Method:

P Address Assignment

172.25.27 49

Interface Parameters

(©) Use Fixed IP Address

o (0-15)

1048576 Kbps [:]

Enable Connectivity Check

icmp w

However

v

General interface can act both as DHCP client or DHCP server and DHCR relay.s
forward compatible with older ZLD versiomlso, if user wants to flexibly configure
the interface, he also can set the type as General.

All contents copyright (c) 2010 ZyXEL Communications Corporation.
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General Settings

Enable Interface

Interface Properties

Interface Type: general » h

Interface Mame: ge?

Part: Pz

Zone: Wan w

MAC Address: 00:19:CE:96:FASF

Description: {Optional)

IP Address Assignment

) Get dutomaticalk

Use Fixed IP Address

IP Address: 172.25.27.93

Subnet Mask: 255,255,255.0

Gateway: 172,25,27.254 (Optional)
Metric: a (0-1

M as ™ W_MNW\VWW

DHCP Setting ™

DHCP: Mone w

Enahble IPMAC Binding

Enable Logs for IP/MAC Binding Yiolation

Skatic DHCP Table @ add =2 Edt [ Remove

# IP Acdiress - MAC Description

4 4 Pageofl v show 30w items Mo data bo display

Below isinterface tpe comparison table of different USG models.

Tvpe Internal External General

USG 100/200: USG300/1000/2000:

USG 100/200:

Device Model Bﬁgl, LANZ, WAN1, WAN? 'gfl, ge?, ged, ged. geb
Set DHCP Client Not Support Support Support
Set DHCP Server Support Not Support Support
Set DHCP Relayw Support Not Support Support
Set Default Gateway Not Support Support Support
Set Metric Not Support Support Support
Set Ping Check Not Support Support Support
MAC Address Setting Not Support Support Support

20
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1.2.2.Default WAN Trunk and default SNAT

1.2.2.1. Default WAN Trunk

When an interface type is set as External, this interface will be added automatically to
the Default WAN TrunkIn other words, the Default WAN Trunlogsists of all the
USG ZyWALLGOGs external interfaces.

For example, in USG200, interface wanl and wan2 type are both external.

Interface Tyvpe: external

Intetface Mame: wanl

Piart: P1

Zone: WAN w

MaC sddress: 0025 Fa 1007 1C

Description: (Optional)
Interface Type: exkernal

Inkerface Mame: wWanz

Part: Pz

Zone: Wl v

MAC Address: 00:23:FE:10:07:10

Description: {Optional)

Go to Configuratior» Network> Interface> Trunk, check the
SYSTEM_DEFAULT_WAN_TRUNK.

21
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[ Show Advanced Settings

Configuration
Enable Link Sticking  [[1]
Timeout: 300 (30-600 seronds) [
Default WaN Trunk

Default Trunk Selection
(@ SYSTEM_DEFALILT _Wan_TRUNK

() User Canfigured Trunk

User Configuration

&) Add |

# MName Algorithm

1 test spill-oever
Page |1 of 1 Show 50 | items

Displaying 1 -1 of 1

System Default

# hlame Algorithm
1 SV ESTEM_DEFALLT_WAN_TRUNK It
Page |1 of 1 Show 50 | items

Displaying 1 -1 of 1

Double click this default WANrunk, you will find it consists of all the external
interfaces.

Please be noted that all ppp interfaces and aux interface are external type by default.

(=3 Edit System Default 7%

Marme: SYSTEM_DEFALLT _Wak_TRINE

Load Balancing Algorithm: Least Load First w

# Member Modle: Ingress Bandwicth Egress Bandwidth

1 swean] Active 1048576 kphs 10483576 kphs

2 wEn2 Active 1048576 kphs 1048576 kphs

3 aLx Passive 56 kpbs 56 kpbs

4 wean! _ppp Active 1048576 kpbs 1048576 kphs

5 wWan2_ppp Active 1048576 kpbs 1048576 kphs

[ opt_ppp Active 1048576 kpbs 1048576 kphs

Page |1 |of1 Show | 50 | items Displaving 1 - 6 of &
[0]4 ] [ Cancel

User can also add customized default WAN trunk. Godofiguration> Network>
Interface> Trunk Add customized WAN trunk in User Configuration, then choose
User Configuration Trunk, and select the customized WAN trunk.

22
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I Port Role I Ethernet l FFP I Cellular I WLAN I WLAN I Eridge l Auiliary ] Trunk _

[ Show Advanced Settings

Configuration

Enable Link Sticking (1)
Timeout: 300 (30-600 seconds)  [)

Default WAN Trunk

Default Trunk Selection

() SYSTEM_DEFALILT_WWAN_TRUNK

@ User Configured Trunk test w7
User Configuration
@ Add . i
A Name Algorithm
1 test spill-over
Page |1 |of 1 Show 50w items Displaying 1- 1 af 1

1.2.2.2. Default SNAT

Default SNAT is enabled by default. Click Show Advanced Settings, the Default
SNAT setting will showDefad t S NAT wi | | map trafficbds sou
outgoing interface address in the default WAN Trunk.

|._'| Show Advanced Settings | |

Configuration

Enable Link Sticking [
Timeout: 300 (30-600 seconds) ([

Default WaN Trunk

Default Trunk Selection
() SYSTEM_DEFAULT _WAN_TRUMNEK

@ User Configured Trurk, test

[ Part Rale ] Ethernet ] PRF I Cellular ] WLAN I WLAN I Bridge I Ausdliary ] Trunk _

[=] Hide Advanced Settings

Configuration

Enable Link Sticking [[)
Timeout: 300 (30-600 seconds) [

Default WAN Trunk

Enable Defaulk SHAT

Default Trunk Selection
(0) SYSTEM_DEFALILT_WAaN_TRUMK

@ User Configured Trunk test v [%

1.2.2.3. Using Default WAN Trunk and Default SNAT

When USG receives traffic from an internal
policy route,one to one NAT route, static route or dynamic route applicable to this

traffic, USG will send it out from the Default WAN Trunk.

23
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL

ZyWALL USG Support Notes

Network scenario:

In the example below, client 192.168.1.33 from intranet wants to ping an internet

server 8.8.8.8.

(

Internet

Thee s no policy route, or NAT
Policy route setting:

[=] Hide Advanced Settings

BWM Global Setting

Enable BWM
Configuration

Use Policy Route to Override Direck Route

© Add [ Edt [l Remove @ Activate @ Inactivate M Move
# - | Status | User | Schedule

Incorming Source

Destination DSCP Code Service Mext-Hop DSCP Marking  SMAT | B ‘
4 4 |Page of1 | Show 50w items Mo data to display
NAT
Configuration
[ Note:
If you want to configure SMAT, plase go to Policy Routs,
@ add [ Edt W Remowe @ Activate @ Inactivate
# | Status |Nama Mapping Type Irterface Crigginal IP Mapped IP Protacol Original Port Mapped Port
1 Page UFI ¥ vl | Show 50 | |items Mo data to display

Clint 192.168.1.33 tries to ping an internet server e.g. 8.8.8.8, the ping is successful
The traffic is in fact sent out from the Default WAN Trunk.

24
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C: “Documentz and Settings“Administrator>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . - - - . . - . = 192.168.1.33
Subnet Mask : 255.255.255.8
Default Gateway D 192.168.1.1

Ethernet adapter ﬂijﬂi *§=

Media State : Media disconnected
C:“Documents and Settings“Administrator>ping 8_.8_8_8
Pinging 8.8.8.8 with 32 hytes of data:

.8z bytes=32 time=122ms TTL=236
: hytes=32 time=1i16msz TTL=236
.8: bytes=32 time=Bdmsz TTL=236
= bytes=32 time=82msz TIL=236

Ping statistics for 8.8_.8_8:

Packets: Sent = 4, Received = 4, Lozt = 8 (Bx loss),.
Approximate round trip times in milli-seconds:

Minimum = 82ms. Maximum = 122ms,. Average = 1@1ims

1.3.Setting up Virtual Server

|l tds a common practice to place company
protection, and at the mean time, letting WAN side clients/servers accessing the
intranet servers. For example, the compay tmave mail servewhichneeds to be

able tobeconnectoy internet maikervers and clients; the company may also have

web server, ftp server, etc, which all need to be accessed from internet. We should
configure Virtual Server rules to achieve these applications.

1.3.1.Network Scenario

In the scenario below, network administrator wants the web server (192.168.1.5) to be
accessed from WAN1, and the web server (192.168.1.6) to be accessed from WAN2.

25
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1921
web s

.......

68.1.5

192. 168. 1.6
mail server/
SMTP POP3

1.3.2.Configuration steps

Stepl. Go taConfiguratbn > Network> NAT, click Add button to add one NAT rule.

AT

Configuration

[ Note:

IF yau want to configure SHAT, plase go to Policy Route,

|2 add | i

# Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port

add & riew rule
Page |1 |of1 Show |50 | |items Mo data ko display

Step2. In the rule editing window, fill in all the necessary fields.

Pott Mapping Type: 8lect Virtual Server

Incoming InterfaceFor the web server, since you want it to be accessed fromMV/AN
select wanl.

Original IP: You can choose User Defined, and manually enter the WANL1 IP. Or you
can first create one address object from the Create new Objecafiditherchoose

this object from the Original IP dropdown list.

Mapped IP: Specifythe er ver | P addr ess. Noumaylasos case,
first create one object then select from the dropdown list.

Port Mappingin this case, to avoidonflicting with thehttp port of USG iself, we

set the original port as TCP 8080, and mapmat as TCP 80.

26
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() Add NAT 2%

(15 Create new Object »

~
General Settings 1
Enable Rule
Rule Name: weh
Port Mapping Type
Classification: @ virtual Server ) 1:1NAT () Many 1:1 NAT
Mapping Rule
Incoming Interface: wanl v
Criginal IP: User Defined v
User-Defined Criginal IP; 200.0.0.1 (IP Address)
Mapped IF: User Defined w
User-Defined Mapped IF: 192.168.1.5 (IP Address)
Part Mapping Type: Part »
Prokocol Type: TCP ~
Original Part: 8080
Mapped Port; i)
v

N =

Following the steps above, add the virtual server rules for the mail server to forward
SMTP and POP3 from WANZ2 to the server 192.168.1.6.

Configuration

Note:
If yau want to configure SNAT, plase go ko Policy Route.

@ add i )
# Status  Name Mapping Type Interface Qriginal P Mapped IP Protocal Criginal Port Mapped Port
1 Q weh Yirtual Server avan] 200.0.01 19216815 tcp 8030 a0
2 Q miil_stmitgy Wirtuial Server avEn2 200011 19216816 top asMTP aSMTR
3 Q mail_pop3 Wirtual Server avan 200011 19216816 top aPOR3 aPOP3
Page El of 1 Show 50 | items Displaying 1 - 3af 3

Donét forget to configure corresponding
traffic from WAN to the LAN servers.

Firewall Session Limit

General Settings

Enable Firewall

[T Allov Asymmetrical Route

Firewall Rule Summary

From Zone: any v To Zone: any v

@ Add . Tir & H

Status  Priority = From To Schedule User Source Destination Service ACCESS Log
Q 1 none any any amail aPOP3 alloenye no
Q 2 none any any [ allorne no
Q 3 M none any any c " allarwy no
g AN ZywiaLL none any amy Ay aDefaul_Allow b sllow no
Q E ayan Iywiall none any any any any deny log
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Please not that for the web server forwarding firewall rule, the service is http TCP port

80 instead of TCP 8080. Becaus@eneral packet flow, DNAprocesgprecedes
firewall checking.

1.4.Setting up One to One NAT

1.4.1.Network Scenario

One to One NAT makes sure one local IP maps to one unique global IP, no matter the

traffic is outgoing from local to internet, or incoming from internet to local.

Destination
200.0.0.1
=

Destination
192.168.1.5
-4

WAN/200.,0. 0. 1

—

192. 168. 1. 5
web server/
HELp Source o Source
192.168.1.5 200.0.0.1

In the scenario above, we map the WAN global IP 200.0.0Hetmtianet web server
192.168. 1.5S0, when an http client on the internet wants to access the server, its

original IP is 200.0.0.1. After the USG receitbs traffig it maps the destination
address to 192.168.1.5. When the server replies, its orgpnate IP is 192.168.1.5,

when USG receives it, it will translate the source to 200.0.0.1 and send out to the

internetclient.
After the One to OnBIAT rule is set, the USG will automaticaljyenerate ©ne to
Onerouting rule in the systemas discusseih sectionl.1.2 Routing priority. So

when the server

the WAN interface200.0.0.1, and maps the source address to 200.0.0.1.

1.4.2.Configuration Steps

Stepl. Go to Configuration Network> NAT, click Add button to add one NAT rule.
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O

Configuration

Note:
If you want to configure SMAT, plase go to Policy Route,

|2 add | ]

# Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port

Add a new rule
Page [I [of 1 Show |80 | items Mo data to display

Step2. In the rule editing window, fill in all the necessary fields.

Port Mapping Typ: 1:1 NAT.

Incoming Interface: Select the WAN interface you want the USG to receive the

incoming traffic to the server.

Original IP: You can choose User Defined, and manually enter the WANL1 IP. Or you

can first create one address object from the CreateQbject field, and then choose

this object from the Original IP dropdown list.

Mapped I P: Specify the server | P address.
first create one object then select from the dropdown list.

Port Mapping: In this caseve choosenappingt y pe as fAServiceodo, and

() Add NAT 2%

5] Create new Cbject «

General Settings -~

Enable Rule

Rule Marne: server

Port Mapping Type

Classification: ) Wirkual Server @ 1:1MAT ) Marry 1:1 MAT

Mapping Rule

Incoming Interface: wanl -
Original IP: User Defined w
User-Defined Original IP: 200.0.0.1 (IP Address)
Mapped IP: User Defined w
User-Defined Mapped IP: 192.168.1.5 (IP Address)
Port Mapping Type: Service w
Original Service: HTTP ~  TCP, 80
Mapped Service: HTTP ~ | TCP, 80

Related Settings

[T Friahls MAT | annback T8

Ok ] [ Cancel

Donét forget to configure corresponding f
WAN to the LAN server 192.168.1.5.
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Firewall Session Limit

General Settings

Enable Firwall

[C] Allow Asymmetrical Route

Firewall Rule Summary

From Zone: any v Ta Zone: any v

© add ] . N

Status  Priority From To Schecule User Sourcs Destination Service Access Log
o] [ SN al Ak none anvy any e SHTTR allovs o
(%) 2 aWAN IyWALL none any any any aDefault_Allow b allow na
@ 3 aWAN IpALL none anty any any any deny loy
o] 4 AN any (Excluding Zy none any any any any deny log
o] 5 aDMZ IyiaLL none any any any aDefault_Alow [ sllow no
] B almz TyialLL none any any any any deny Ingy
] 7 aoMz any (Excluding Zy none any any any any deny log
(o | AVLAN awan none any any any any allow no
(") El 2NLAN IyWALL none any any any aDefault_Allow b allow na
(o) 10 2WLAN ZANALL none any any anv any deny ey

1.5.Setting up Many One to One NAT

Many One to One NAT rule eqasetting up the corresponding number of One to

One NAT rules.

The number of IP addresses in the original IP Subnet/Range should equal number of
IP addresses in the Mapped Subnet/Range. The first IP in the original range will be
mapped to the first IP ithe mapped range, the second IP in the original range will be
mapped to the second I P in the mapped

1.5.1. Application Scenario

Original range Mapped range

200.0.0. 1 - 192, 168. 1.5

200.0.0.2 -~ 192. 168. 1.6

o 5
200.0.0.5 <« 192.168.1.9

WAN
200.0.0.1
200.0.0.2

Al

200005 ‘/L___—:___;wmems
— _—+ %ieas
iy 4 o
ey 192.168.1.9

rang:

The scenario above requires that a range of global addresses are mapped to a range of

local addresses witthe same number of addresses.
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1.5.2.Configuration Steps

Stepl. Go to Configuration Network>NAT, click Add button to add one NAT rule.

AT

Configuration

Note:
IF yau want to configure SHAT, plase go to Policy Route,

[© a4 1

# Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port

add & riew rule
Page [t [oF1 Show |50 | |items Mo data ko display

Step2. In the rule editing window, fill in all the necessary fields.

Port Mapping TypeMany 1:1 NAT.

Incoming Interface: Select the WAN interface you want the USG to receive the
incoming traffic to the server

Original IP:First createaddress objesfor the original IP range and mapped IP range
from the Create new Object field, and then choose this olbgutthe Original IP
dropdown list.

Mapped IPChoose the address object from the dropdown list.

Port Mappingit can only set as any.

() Add NAT
(i) Create Address
General Settings Mame: mapped
Enable Rule Address Type: RAMNGE >
Rule Mame: SEFVErS Starting IP Address: 192,168,1.5
End IP Address: 192.168,1.9
Port Mapping Type

Classification: () Wirtual Server ) 1:1 MAT @ Many 1:1 N

Mapping Rule ) Create Address
Incoming Interface: wanl w
Qriginal IP SubnetjRange: ariginal ~ | RAMGE, 200,0,0,1-200,0,0.5 Marne: ariginal
Mapped IP Subnet/Range: mapped ~ | RAMGE, 192.168.1.5-192.168.1.10 Address Type: RANGE
Fort Mapping Type: any Starting IP Address: 200.0.0.1
End IP Address: 200.0.0.5

Related Settings

Enable MAT Loopback ()
Configure Firewall [

Below is the NAT rule overview after configuration is done.
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Configuration

[ Note:
If you want to configure SNAT, plase go ta Policy Route,
D add 1|
* Status  Mame Mapping Type Irtertace Criginal IP Mapped IP Protocol Origiral Port Mapped Port
1 ¥ Serers Many 1:1 AT awenl originel amapped any
Page [1 | of1 Shaw 50w items Displaying 1 - 1 of 1

After the Many 1:1 NAT rule is set up, a setoofe to one routing rules will be
automatically generated in the USG ZyWALL.

Dond6ét forget to configure corresponding
LAN server range.

General Settings

Enable Fireveal

[] Allow Asymmetrical Route

Firewall Rule Summary

From Zone: any v To Zone: any W

@ Add . 1f {

Status  Priorty - From To Schedule Lser Source Destination Service Access Log
@ 1 SN AL none any any amappet any Al no
[ 2 alWaAN aland none any any aweh aHTTP allow no
@ = awen ZywaLL nane any any any aDefault Al b allow e
[ 4 iR IywWiALL none any any any any deny log
[ 5 alian any (Excluding Zy none any any any any deny log

1.6.NAT Loopback

Company server is located in the local netwafrkhe USG ZyWALL. You can create

Virtual server rule or 1:1 NAT rule to allow WAN side clients to connect to the server.

You may also needs the server tceloeessed by the local clientsvich e s er ver 6s
global IP address. For example, local clientsargdcess the company server by its

domain name. The domain name will be resolved to the global IP by i&r this
circumstance, you can enable NAT Loopback.

1.6.1.Network Scenario

Company server (192.168.1.33) is placed in the local subnet, thelieca
(192.168.1.33) which is in the same subnet with the server wants to access the server

32
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

via the USGO6s EgableNAa Loopbdek candulfilt tkeissapplication.

.
Client

B

Client Server
192. 168. 1. 33 192.168.1.5

1.6.2.Configuration Steps

Stepl. Go to Configuration Network> NAT, click Add button to add one NAT rule.

[ NAT

Configuration

[ Note:
If you want to configure SHAT, plase go to Policy Route,
| #dd | L] o
# o p—— Mapping Type Interface Criginal IP Mapped IP Protocol Criginal Port Mapped Port
Page |1 |of1 Show |50 | w litems Mo data ko display

Step2. In the rule editing window, fill in all the necessary fiedagl enable NAT
Loopback.

() Add NAT 2 )%
(15] Create new Object +
Rule Mame: SEPVErS 5
Port Mapping Type
Classification: @ wirtual Server ) 111 MNAT ) Marry 1:1 NAT
Mapping Rule
Incoming Interface: wanl »
Criginal IP: User Defined 2
User-Defined Criginal IP: 172.25.27.75 (IP Address)
Mapped IF: User Defined »
User-Defined Mapped IP: 192.168.1.5 (1P Address)
Part Mapping Type: Service w
Criginal Service: SMTP ~ TP, 25
Mapped Service: SMTP ~ | TCP, 25
Related Settings
Enabls NAT Loopback ([
Configure Firewal (1]
v
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After NAT Loopback is enabled, no policy route is needed, USG will automatically
checking routing table. And it will onlggo SNAT for the local clients in the same
subnet with the server. The source addresses of clients from WAN side and local
clients in the other subnets will remain the original.

1.7.NAT with Proxy ARP

Sometimes user may want to use someinterfacelP as the global IP for some

servers, or want to do SNAT for some local traffic to map the source address to some
norrinterface IP.

For exampleuser has 3 public IP from ISP, 200.0.0.1, 200.0.0.2, 200.0.1.1. User set
200.0.0.1 as WAN 1 IP, 200.0.1.1\&8\N2 IP. But he/she wants users to use

200.0.0.2 to accedbe intranet server, e.g. 192.168.1.5, by adding one NAT rule as
below:

Incoming interface: WAN1

Original IP: 200.0.0.2

Mapped IP: 192.168.1.5

In ZLD v2.1x, after user added the NAT rule as abawsill automatically created

one Virtual Interface on the Incoming interface with the-maarface IP. In this

example, it will add one Virtual interface on WAN1, with IP address 200.0.0.2.

However, thereds a di sadyvaiadreatgdenotionly t hi s wa
the traffic to access the intranet server will be allowed, but the USG can also be

accessed by this nanterface IP, which brings a security concern that some hackers

may use this noimterface IP to login USG to malicious actionstba USG.

Besides, you cannot map t heantedacdl®oi ng traf f]
Becausehe USG has no way to know trthe noninterface IP belongs to itself.

In ZLD v2.20, after user added the NAT rule as above, it will automatically create

proxy ARP table to make thenannt er f ace | P corresponding th
MAC. It will only allow the traffic accessing the intranet server in this NAT rule,

other traffic will be dropped by the USG.

Also, in ZLD v2.20, the USG can map outgoinga f f i c 6 s s ointerface | P t o a
IP by creating proxy ARP tableto mapthesfiomt er f ace | P t o the out
MAC.
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1.7.1.Application Scenario

In the secnario below, the company gets 4 IP addresses: 200.0.0.1, 200.0.0.2,
200.0.1.1, 200.0.1.2. Emetwork administrator set WAN1 200.0.0.1, WAN2

200.0.1.1. And he/she wants the intranet server 192.168.1.5 to be accessed via
WANL1 by IP 200.0.0.2. Also, he/she wants the subnet clients 192.168.2.0/24 to go out
via WAN2, and maps the source IP to 20D.D.

WAN1 200.0.0.1
cess by 200.0.0.2

192.168.1.5

Internet

WANZ 200.0. 1.1
SNAT to 200.0. 1.2

192.168. 2. 0/24

1.7.2.Configuration Steps

Stepl. Go to Configuratiom Network> Interface, set up WAN1 and WAN2 address.

Configuration

#

o)
Z
2
=
3

IP Address Mask

1 [ wan! STATIC -- 200.0.0.1 255.255.2950
2 [ wan2 STATIC -- 20001 1 2552852550
3 @ opt STATIC -- 19216541 255.255.255.0
4 [ larr! STATIC -- 19216581 1 2552852550
5 @ lan2 STATIC - 19216521 255.255.255.0
G [ ext-wlan STATIC -- 10.59.0.1 255.255.2950
7 @ omz STATIC - 19216831 255.255.255.0

Step2. To fulfill the requirement that the intranet server could be accessed via WAN1
by the norinterface IP 200.0.0.2, go to ConfiguratiNetwork> NAT, add one rule

as below.

Incoming interface: WAN1

Original IP: 200.0.0.2

Mapped IP: 192.168.1.5
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) Add NAT 2jix

15 Create new Object -

A
/| Enable Rule
Rule Mame: SEPVEr
Port Mapping Type
Classification: @ virtual Server 1:1 MAT Mary 1:1 MAT
Mapping Rule
Incoming Inkerface: wanl b
Criginal IP: User Defined w
User-Defined Original IP: 200.0.0.2 (IP Address)
Mapped IF: User Defined v
User-Defined Mapped IP: 192,168.1.5 (IP Address)
Pork Mapping Type: Service w
Original Service: FTP w  TCR,20-21
Mapped Service: FTFP w | TCR, 20-21
Related Settings
/| Enable MAT Loopback [T
-

Confiqure Firewall [

[ [0]4 ] [ Cancel

Check the ARP tabl&ou will see the record for 200.0.0.2.

Houter> show arp-table
Address HWtype HWaddress Flags Mask
192. 168. 1. 33 ether 0@.18:78:86:686:89 C

200.0.0. 254 (incomplete)
chp.0.08.2 * <from_interface> WP

Step3. To fulfill the requirement that the local subnet 192.168.2.0/Z4ayddrom
WANZ2, and source addresses mapped to thamterface IP 200.0.1.2, go to
Configuration> Network> Routing> Policy Route add one rule as below.
Source Address: 192.168.2.0/24

Destination: Any

Next Hop: WAN2

SNAT: Address Object WAN2_SNAT (®.0.1.2)
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2 Add Policy Route 2%
[15] Create new Object »

FIEGSE SEIECC ONE MEMDEF: lans v r

Source Address: LAMNZ_SIUBNET v

Destination Address: any w

DSCP Code: any v

Schedule: none »

Setvice! any v

RE-HOp
Type: Interface
Interface: wanz

Auto-Disable

s

DSCP Marking

DSCP Marking: preseryve v
Address Translation
Source Network Address Translation: WANZ_SNAT v al
- Crealte Address 7%
Bandwidth Shaping
Mairnurn Bandwidth: 0 Kbps Mame: WARZ_SHAT
Address Type: HOST £
IP Address: 200.0.1.2

Check the ARP table.ou will see the record for 200.0.1.2.

Router> show arp-table
HWtype HWaddress Flaogs Mask
ether B@:1B8:78:86.86:83 C

(incomplete)
<from_interface> il
<from_interface> MP

*

*

1.8.Policy Route vs. Direct Route

Normally, in USG6s routing priority, direct
Sometimes, you may need the policy route takesiptioy over direct rout e
option to allow you to achieve this.

Go toConfiguration> Network> Routing> Polity Route, click the icon Show
AdvancedSettings. Tien enable the function Use Polity Route to Override Direct
Route.
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2| Show Advanced Settings

BWM Global Setting

Enable BWM

Configuration

© add L. m @ N
# .~ Status User Schedule Incaming Source Destination DSCP Code Service Mext-Hop DSCP Marking  SMAT B
L any none alan2 SLAN2 SUBNET  any any any awan2 preserve SVVANZ SNAT 0

=] Hide Advanced Settings

BWM Global Setting

Enable BWM

Configuration

Use Policy Route to Override Direct Route

&) add r o =M
# . Status  User  Schedule Incoming Source Destination | DSCP Cade  Service Next-Hap DISCP Marking  SHAT BIAM
g any none alan2. ALANZ SUBNET any any any Smanz preserve iz SHAL 0

1.9.Routing for IPSec VPN

Il n ZzLD v2.20, after you created | PSec
corresponding Policy Route for routing the VPN traffic any more. The USG will
automatically add Policy Route according to the phase 2 Local/Remote Policy.

—

|POI|cy Route#1 #2,.
[Many 1to 1 NAT#1,...,#r1|

Auto-created VPN route

| Static and dynamlc route |

——

Since Policy Route has higher priority, you can create policy route to override the
system auto generated IPSec VPN routes. Or you can also add policy routes to let

traffic other than in the VPN Phase 2 Local/Remote policy to use this VPN tunnel.
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Bydefaulti Us e Pol i cy Route t o isenabled soldynahycn a mi ¢ |
VPN routes will be integrated to the StteSite VPN routes.

| f you disable this option AUse Policy Rou:
dynamic VPN routes will be moved to havigtrer priority in the routing priority

table.

| Policy Route #1,#2, ... #n |
¥

[Many 1to 1 NAT #1,..., #n|
________ .

| Static and dynamic route |

1.9.1. Application Scenario

192.168.1.0/24 192.168.4.0/24

USG isplaced at the HQ, local subn&©2.168.1.0/24.
Remote security gatewayWALL 70 local subnet: 192.168.4.0/24.
USG and remote security gateway build IPSec VPN tunnel.

1.9.2.Configuration Steps

On the US&ZyWALL.:
Stepl. Go to Configuration VPN > IPSec VPN> VPN Gateway, add VPN gateway
(Phase 1jule.
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Configuration

© add - o g =]
# Status MName My address Secure Gateway PN Connection
1 (SJ Default_L2TP_WPh_Gw awan! 0.0.0.0,0000 Defaut_L2TP_%PM_Connection
2 | Q to_70 awwani 17225.2789,0000 ta_70
Page [1 |of1| b bl | Show|S0 | fitems

Displaying 1 - Zof 2

Step2. Go to Configuration VPN > IPSec VPN> VPN Connection, add VPN
Connection (Phase 2) rule.

Global Setting

Use Policy Route to control dynamic IPSec rules

[T 1gnore "Don't Fragment” setting in packet header [

Configuration

@ add | g @ ) ]
# Status Mame PN Gateway Encapsulstion Algorithm Palicy
1 [gl & Detault_L2TP_WPM_Cannection  Detault_L2TP_WPN_GW TRANSPORT 3DESISHA SDESMDS DESISHA  J
T 1270 1270 TuNEL DES/SHA aLA]_SUBNET subnet 70
Page El of 1 »|  Show 50w items

Displaying 1 -2 of 2

On the ZyWALL 70:
Go to Security> VPN, add VPN phasel and phse2 rules.

¥PN Rules {IKE) | ¥PN Rules {Manual)

SA Monitor Global Setting
Local * : Internet * i Remote
__ Network i -—mm—% . Network

—

VPM Rules
LIRS+ 200 € m172.25.27 9 i»172.25.27 95 B @ g&?
T to_z00 €T3 192188.4.0/255.255.255.0 £Ry 19246840/ 2552552550 Uff F 7 O

Establish the tunnel.

Global Setting

Use Policy Rouke ko control dynamic IPSec rules

[ Ignore "Don't Fragment" setting in packst header g

Configuration
© Add . ] 2 & =
# Status Mame WP Gatennesry Encapsulation Algorithm Policy
1 @ & Default_L2TP_%PM_Connection  Default_L2TP_VPR_GWY TRAMSPORT SDES/SHA ZDESMDS DES/SHA [
2 to_T0 to_T0 TUREL DES/SHA LA
Page of 1 | » | | Show| 50 |w |items

Displaying 1 - Zof 2
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Traffic can go through this tunnel.

C:“Documents and Settings“Administrator>ipconfig

Iindows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix

IP Address. . . . - . . - . . . . = 192.168.1.33
Subnet Mask = 255.255.255.8
Default Gateway - 192 .168.1.1

Ethernet adapter ﬁiﬂﬂ%¥ - =

Media State I Media disconnected
C:“Documents and Settings“Administrator>ping 192 _.168_.4.33
Pinging 192_.168.4.33 with 32 bytes of data:

Reply from 192.168.4.33: hytes=32 time=3ms TTL=126
Reply from 192_.168.4.33: hytes=32 time=2ms TTL=126
Reply from 192.168.4.33: hytes=32 time=2ms TTL=126
Reply from 192.168.4.33: bhytes=32 time=2ms TTL=126

Ping statistics for 192.168.4.33:

Packets: Sent = 4, Received = 4. Lost = B (Bx loss),
Approximate round trip times in milli—seconds:

Minimum = 2ms. Maximum = 3ms. Average = 2ns

1.10. One to One NAT Link Fail Over

1.10.1. Network Scenario

In some cases, network administrator may want to make sure his/her intraaet ser
always available from outside.

In the scenario below, WANL1 is connected to ISP1, and WAN2 is connected to ISP2.
WAN1: 200.0.0.1. Nosnterface IP: 200.0.0.4

WAN2: 200.0.1.1. Nosnterface IP: 200.0.1.4

Requirements:

A Outside clients can access theanet server 192.168.8.8ia both WAN1 and
WAN2 from thenonrinterface IP, prforming load balance for the server access
traffic between WAN1 and WANZ2.

In case WANL fails, the intranet server still can be accessed via WAN2.

The source address of thetgoing traffic initiated from the server will be

mapped to the nemterface IP.

> >
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WAN1 200.0.0.1
Access via 200.0.0.4

ISP1
re
ISP2

Internet

server WANZ 200.0.1.1
192. 168. 1. 33 Access via 200.0. 1.4

1.10.2. Configuration Steps

Stepl. Configure WAN1 and WANZ2 IP addresses from Configuratidatwork>
Interface> Ethernet.

[ Part Rale ] Ethernet [ PRF I Cellular I WLAN I YLAN I Bridge ] fusiliary I Trunk _

Configuration
L) ¥
3 Status Mame IP Address hask
1 ™) v STATIC --200001 2552552550
2 ) wan2 STATIC --200011 2552852550
3 ™ opt STATIC --192.168.5.1 2552552550
4 ™) lant STATIC -- 18216811 2552852550
£l @ lan2 STATIC -- 18216821 2552852550
1 ™) enxt-vlan STATIC --105801 2552552550
T ™) dmz STATIC - 182168831 2552852550

Step2.Go toConfiguration> Netwak > NAT. Add two NAT 1:1 rules.

L= Create new Object =

Enable Rule ~
Rule Name: Server_primary
Port Mapping Type
Classification: ) wirtual Server @ 1:1 NAT () Many 1:1 NAT
Mapping Rule
Incoming Interface: wanl W
Criginal IP; User Defined w
User-Defined Original 1P: Z00,0.0.4 (IF Address)
Mapped IP: User Defined »
User-Defined Mapped IP: 192,166.1.33 (IF Address)
Port Mapping Type: Service W
Criginal Service: FTP w TP, 20-21
Mapped Service: FTP W TCP,20-Z21
Related Settings
Enahle NAT Loopback ()
Confiqure Frewall [T1 b

42
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL

ZyWALL USG Support Notes

(15] Create new Object »

-~
/| Enable Rule
Rule Mame: server_backup
Port Mapping Type
Classification: 1 Virtual Server @ 1:1NAT () Many 1:1 NAT
Mapping Rule
Incoming Interface: wWanz v
Criginal IP: User Defined »
User-Defined Original IP: 200.0.1.4 (IP Address)
Mapped IP: User Defined w
User-Defined Mapped IF: 192,168.1.33 (IP Address)
Port Mapping Type: Service W
Criginal Service: FTP w TCP,20-21
Mapped Service: FTP W TCP,20-21
Related Settings
7] Enable NAT Loopback [[)
Confiqurs Firewall [T b
o Add
# Status  Mame Mapping Type Irterface Criginal [P Mapped [P Pratocal Original Port Mzpped Port
1 g SErver_primary 11 MAT = En] 200004 1921681 33 tcp aFTp aFTP
2 @ zerver_hackup 1:1 MAT awan? 200014 1921651.33 tcp aFTP afTp

Page |1 |ofi Show 50 |items Displaying 1 - 2 of 2

Please note that after the two NAT 1:1 rules are added, system will automatically
generate two 1:1 routing rules as below:

Source: 192.168.1.33 (server IP)| Destination: any| N@xt\wanl

Source: 192.168.1.33 (server IP)| Destination: any| Next hop: wan2

To prevent the traffic from the server to any alwaatchthe first 1:1 routing rule,

we need tadd one policy route to over write these two 1:1 routings.

Step3. Go to Configutimn > Network> Interface> Trunk, add one customized WAN

trunk.

Fort Role | Ethernet | FFF | Cellular | WLAN | YLAN | Bridge | Buxiliary | Trunk _

[ Show Adwvanced Settings

Configuration

¥ Enable Link Sticking [

Tirmeout: 300 (30600 seconds) (1)

Default WAN Trunk

Default Trunk Selection
@ SYSTEM_DEFALULT _WAH_TRUNK

() User Configured Trurk

User Configuration
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Name: trunk_cust

Load Balancing Algarithm: Least Load First £vs

e Add o

3 Member Mode Ingress Bandwwidth Egress Bandwicth
1 wean] Active 1043576 kphs 1043576 kphs
2 wran2 Active 1043576 kphs 1043576 kphs

Page |1 of 1 show &80 | W |items Displaying 1 - 2 of 2

Step4. Go to Configuration Network> Routing, add one policy route as below:
Source: 192.168.1.33(server)| Destination: any| Next hop: <the newly added WAN
trunk> SNAT: None.

& ndd
# « | Status User Schedule Incoming Source Destinstion DSCP Code Service Mext-Hop DSCP Marking  SMAT BN

1 L I any none any aftp_svr any any any atrunk_cust preserve none o

Page |1 |ofl Show 50w |items Displaying 1- 1 of 1

Please not that we set the SNAT to be None, because we still need the 1:1 NAT
mapping to translate the servero6s outgoing

1.11. Accessing IPSec VPN Peer Subnet From SSL

VPN Clients

1.11.1. Application Scenario

USG ZyWALL is placed as the HQ wavay.Branch office builds IPSec VPN tunnel

to HQ office.Local subnets of branch office and HQ office can communicate via the
IPSec VPN tunnel.

SSL VPN client builds SSL VPN full tunnel to HQ to access HQ local subnet
resources. Besides, the SSL VPNegtialso wants to access Brach office local
resources first via SSL VPN full tunnel to HQ, then via the IPSec VPN tunnel to
branch office.
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—_SSL VPN
"~ client

Let s assume the I P information is as
HQ office:

WAN: 172.25.27.126

LAN: 192.168.1.0/24

SSL VPN range: 10.0.1~10.0.0.10

Branch office:

WAN: 172.25.27.99

LAN: 192.168.10.0/24

1.11.2. Configuration Steps

Configuration varies when the branch security gateway is a USG ZyWALL and when
itds a ZyNOS Zy WAl dquss the twoysitubtiafseow: ) .

1.11.2.1. When Branch is a USG ZyWALL

ONnHQ USG

Stepl. Go to Configuratiom Object> Address, add two address objects. One is
ssl_pool (range 10.0.0.1~10.0.0.10), the other is branch office subnet
subnet_branch(192.168.10.0/24)

Address Address Group
Configuration
@ Add i
# Mame Type Address
1 DMZI_SUBMET INTERFACE SUBMET dmz-192.166.3.0/24
2 EXT_\WLAM_SUBMET INTERFACE SUBMET ext-wlan-10.59.0 0/24
3 LANT _SUBNET INTERFACE SUBMET lar1-192 168 1 .0/24
4 LANZ_SUBMET INTERFACE SUBMET lan2-192.166 2.0/24
5 WLAN-1-1_SUBMNET INTERFACE SUBMET wlan-1-1-10.59.1.0/24
[} 33l_pool RANGE 10001100010
7 subnet_branch SUBMNET 192.168.10.0/24
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Step2. @ to Configuratior» Object> User/Group, add SSL VPN user accqung.
Nntest o.

User Graup Setting

Configuration

@ Add . i

H o User Mame Descrigtion

1 admin Administration sccount

2 Idap-users External LDAP Users

3 radius-users External RADIUS Users

4 acl-yser: External AD Llzer:

3 | test Local User |

Step3. Go to Configuration VPN > SSL VPN> Access Privilege, add one SSL VPN
rule.

Enable Network Extension (full tunnel).

In the Network Listmake suréhe subet_lranch object (192.168.10.0) is selected.

() Edit Access Policy 7

(5] Create new Object

Configuration
Enable Palicy
Name: test

[ 3ain S5L_¥PH Zone

Diescripkion: Mew Create {Dptional)

[] Clean browser cache when user logs out [

User/Group

Selectable User/Group Objects Selected User /Group Objects
=== Object === === Object ===

admin test

Idap-users

radius-users

N -..-4.—.4..’ S

S e e e - T AT
Metwork Extension {Dptional)
Enable Metwork Extension
Assign IP Poal; ssl_poal w RAMGE 10.0.0.1-10.0.0.10
DRS Seruer 1t none a
DNS Setver 2: none v
WINS Server 1 nong v
WINS Server 2: none v
Metwork List
Selectable Address Objects Selected Address Objects
EXT_WLAN_SUBMET LAM1_SUBMET
DMEZ_SIUBMET LAMNZ_SUBMET
WLARN-1-1_SUBKET subnet_branch

46
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

Step4.Go to Configuratior» VPN > IPSec VPN> VPN Gateway, add phasel rule to
branch office.

Configuration

@ Add . /]
# Status MName My address Secure Gatevvay 4P Connection
il M) Default_L2TP_WPh_Gid =2wan! 0.00.0,0000 Defautt_L2TP_WPN_Connection
2 | 1% to_branch awanl 17225.2799,0000 to_branch
Page of 1 Show 50 | w items Displaying 1 - 2 of 2

Go to Configuratior» VPN > IPSec VPN> VPN Connection, addorresponding
phase2 rule to branch office. Lof&émote policy: 192.168.1.0/192.168.10.0

Global Setting

Use Palicy Route to control dynamic IPSec rules

[T gnore "Don't Fragment” setting in packet header [

Configuration

@ Add . ir g e
A Status Mame WPN Gateweary Encapsulation Algorithm Policy
1 ) & Defaut_| 2TP_%Ph_Connection  Detault_L2TP_WPR_GW TRANSPORT 3DES/SHA SDESMDS DES/SHA  J
2 @ to_branch to_kranch TUMMEL DESISHA al A1 _SUBNET/Rsubnet_branck
Page of 1 Shaow |50 v items Displaying 1 - 2 of 2

Step5. Go to Configuration Network> Routing> Policy Route, add one policy
route to route the SSL VPN traffic (sent from SSL VPN client to the branch office
local subnet) to the IPSec VPN tunnel to_branch.

Source: ssl_pool (10.0.0.1~10.0.0.10)

Destination: subnet_branch (192.168.10.0/24)

Next Hop: IPSec VPN tunnel to_branch

SNAT: none

[ show advanced Settings

BWM Global Setting

Enable BY/M

Configuration

) Add . L] o N
# » | Status | User Schedule Incoming Source Destination DECP Code Service Mesd-Hop DECP Marking | SNAT =000
1 @ |any none any ass|_pool asubnet_branc any any to_aranch preserve none 0
Page af 1 Show 50 | items Displaying 1 - 1 of 1

On branch office USG:
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Stepl. Go to Confuration> Object> Address, add twaddress objest One is
subnet_HQ (192.168.0/24), the other is ssl_pool (10.0.0.1~10.0.0.10).

Configuration

& Add |

# Mame « Type Addddress
1 DMZ_SUBNET IMTERFACE SUBMNET dmz-192.168 3.0/24
2 EXT _\WAWLAR_SUBMET INTERFACE SUBMET ext-wlan-10.58.0 0124
3 LAn _SUBMET IMTERFACE SUBMET lan1-192.168 10.0/24
4 LAN2_SUBMET IMTERFACE SUBMNET lan2-192.168 20524
) WL AN-1-1_SUBRET INTERFACE SUBMET welan-1-1-10.99.1.0/24
G} =sl_pool RANGE 10.0.01-10.0.0.10
7 subnet_HE SUBMET 192 1651 0/24

Page of 1 Show 50w items Displaying 1 - 7 of 7

Step2. Go to Configuration VPN > IPSec VPN> VPN Gateway, add one phasel
rule to HQ.

Configuration

@ Add }
* Status MName My address Secure Gateway PN Connection
1 W Detautt_L2TP_WPRN_GW awan 0.00.0,0000 Detautt_L2TP_WPM_Connection
2 | @ to_Ha awan 172.25.27.126,0000
Page Ll of 1 Show |50 w items Displaying 1 - 2 of 2

Go to Configuratior» VPN > IPSec VPN> VPN Connection, add corresponding
phase?2 rule to HQ.ocal/Remote plicy: 192.168.10.0/192.168.1.0.

Global Setting

Use Palicy Route to control dynamic IPSec rules

[] Ignere "Don't Fragment” setting in packet header D

Configuration

@ add . i g &
# Status Mame WPN Gateweay Encapsulation Algorithm Policy
1 LT Default_L2TP_YPM_Connection  Default_L2TP_YPh_G\W TRANSPORT SDES/SHA SDESMDS DES/ZHA
2 |\s] & to_HQ to_H@ TUMMEL DES/SHA alah _SUBMET/subnet_HG
Page of 1 Show | 80 | w items Displaying 1 - 2 of 2

Step3. Go to Configuration Network> Routing> Policy Route, add one policy

route to route the SSL VPN traffic (from local subnet to the SSL VPN client) back to
the IPSec VPN tunnel.

Source: LAN1_Subnet (192.168.1(29)

Destination: ssl_pool (10.0.0.1~10.0.0.10)

Next Hop: IPSec VPN tunnel to_ HQ

SNAT: none
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Show Advanced Settings

BWM Global Setting

Enable BY/M
Configuration

© add [ Ede W Remove @ Activate @ Inactivate N Move

# + | Status | User | Schedule | Incoming ‘ Source Destination DECP Code Service Mesd-Hop DECP Marking  SMAT ‘ Efitd |
1 @ | any none any o any any to_HQ preserve none a |
U4 4 | Page of 1| [ Pl Show items Displaying 1 - 1 of 1

After all the settings on HQ and branch USG, user can verify the result.
Dial up the IPSec VPN tunnel.

© add [ Edv W Remove @ Activate @ Inactivate & Connect @ Disconnect [T Object Reference

# | Status ‘ NMame | WPN Gateway | Encapsulation Algorithm Policy
1 e Default_L2TP_WPN_Connsction  Defautt_L2TP_WPN_GWW TRANSPORT 3DESSHA 3DESMDS DESISHA  /
2 @ El to_HE ta_HG TURNNEL DES/SHA alAN1_SUBMNET/R subnet_HG

4 4 | Page El af 1 bl show items Displaying 1 - 2 of 2

SSL client builds a full tunnel to the HQ USG.

F& ZyWALL SecuExtender Status |

— Conhhection Statu

SecuExtender P Address: 10.0.0.1
DMS Server 1: 0.0.0.0
DMS Server 2 0.0.0.0
WINS Server 1: 0.0.0.0
WINS Server 2: 0.0.0.0
Metwark 1: 1592.168.1.0/255.255.255.0
Metwark. 2: 192.168.2.0/255.255.256.0
Metwark. 3: 192.168.10.0,/255. 255.256.0
Metwork 4: Mat configured
— Activity
Connection Time 00:04:13
Tranzmitted 4983 Bytes 39 Packets
Received 495 Bytes 8 Packets

The SSL VPN client can access both the HQ USG local resources 192.168.1.0/24,
192.168.2.0/24, and the branch office USG local resources 192.168.10.0/24.
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PPP adapter {567A1C?0-B4A8-4FEA-B362-1B773853884A3:

Connection—specific DNS Suffix

IP Address. . . . « . . . . . 18.8.8.1

Subnet Mask . . . . . . - 255.255 255255
Default Gateway . . . . . -

IC-“Documents and Settings“Administrator>ping 172.168.1.1
Pinging 192_168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time=bms TTL=64
Reply from 192.168.1.1: bhytes=32 time=5ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 2. Received = 2, Lost = B <(Bx loss).
Approximate round trip times in milli-seconds:

Minimum = %ms. Maximum = Sms, Average = Sms
Control-C
™G
IC-“Documents and Settings“Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time=0tms TIL=64
Ping statistics for 192.168.2.1:
Packets: Sent = 1. Received = 1, Lost = B {(Bx loss).
Approximate round trip times in milli—seconds:
Minimum = Sms. Maximum = Sms. Average = Sms

IC=*Documents and Settings“Administratorping 192.168.18_.33

Pinging 192_168.18.33 with 32 bytes of data:

Reply from 192.168.18.33: bytes=32 time=14ms TTL=125
Reply from 192.168.18.33: bytes=32 time=10ms TTL=125

Ping statistics for 192.168.18.33:

Packets: Sent = 2. Received = 2, Lost = B (Bx loss>.
fpproximate round trip times in milli-seconds:

Minimum = 1@ms, Maximum = 14ms. Average = 12ms
Control-C
~C
C:“Documents and Settings~Administrator>

1.11.2.2. When Branch is a ZyNOS ZyWALL

On the HQ USG:

Stepl. Go to Configuration Object> Address, ad two address objects. One is
ssl_pool (range 10.0.0.1~10.0.0.10), the other is branch office subnet
subnet_branch(192.168.10.0/24)

Configuration

=) Add

# Name Type Address
1 DMZ_SUBKET INTERFACE SUBMET dmz-192168 3.0/24
2 EXT_\WLAN_SUBMET INTERFACE SUBMET ext-wlan-10.59.0 024
3 LANT _SUBNET INTERFACE SUBMET lan1-192.168.1 0724
4 LAN2_SUBNET INTERFACE SUBMET lan2-192 168 2.0/24
) WLAN-1-1_SUBMET INTERFACE SUBMET wilan-1-1-10.99.1.0/24
[} ssl_pool RANGE 100.01-1000410
7 subnet_branch SUBMNET 192163 10.0/24
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Step2. Go to Configuration Object> User/Group, add SSL VPN user account, e.g.
Nntest o.

User Graup Setting

Configuration

@ Add . i

H o User Mame Descrigtion

1 admin Administration sccount

2 Idap-users External LDAP Users

3 radius-users External RADIUS Users

4 acl-yser: External AD Llzer:

3 | test Local User |

Step3. Go to Configuration VPN > SSL VPN> Access Privilege, add one SSL VPN
rule.

Enable Network Extension (full tunnel).

In the Network List, make sure the subnet_branch object (192.168.10.0) is selected.

() Edit Access Policy 7

(5] Create new Object

Configuration
Enable Palicy
Name: test

[ 3ain S5L_¥PH Zone

Diescripkion: Mew Create {Dptional)

[] Clean browser cache when user logs out [

User/Group

Selectable User/Group Objects Selected User /Group Objects
=== Object === === Object ===

admin test

Idap-users

radius-users

N -..-4.—.4..’ S

S e e e - T AT
Metwork Extension {Dptional)
Enable Metwork Extension
Assign IP Poal; ssl_poal w RAMGE 10.0.0.1-10.0.0.10
DRS Seruer 1t none a
DNS Setver 2: none v
WINS Server 1 nong v
WINS Server 2: none v
Metwork List
Selectable Address Objects Selected Address Objects
EXT_WLAN_SUBMET LAM1_SUBMET
DMEZ_SIUBMET LAMNZ_SUBMET
WLARN-1-1_SUBKET subnet_branch
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Step4. Go to Configuration VPN > IPSec VPN> VPN Gateway, adghasel rule to
branch office.

Configuration

@ Add [ L |
# Status MName My address Secure Gatevvay 4P Connection
il M) Default_L2TP_WPh_Gid =2wan! 0.00.0,0000 Defautt_L2TP_WPN_Connection
2 | Q to_branch awanl 17225.2799,0000 to_branch
Page of 1 Show 50 | w items Displaying 1 - 2 of 2

Go to Configuratior» VPN > IPSec VPN> VPN Connection, adtivo phase2 rulg
to branch office.

First rule for HQ to branch,ocal/Remote policy: 192.168.1.0/192.168.10.0
Second rule for ssl vpn client to branch, Locatffeée policy:
10.0.0.1~10.0.0.10/192.168.10.0

Global Setting

Use Policy Route ko control dynamic IP3ec rules

[] Tgnore "Don't Fragment” setting in packet header 1)

Configuration

@ add ] o @
* Status Mame WPM Gateseay Encapsulation Alggorithim Policy
1 W & Detaut_L2TP_WPM_Connection  Default_L2TP_wPN_GWY TRANSPORT 3DESISHA 3DESMDS DES/SHA
2 Q & hey_to_kranch to_branch TUMMEL DES/SHA, alAh _SUBMETfa subnet_branct
3 Q @ =5_to_branch to_branch TUMMEL DESISHA
Page El of 1 Show 50 | w items Displaying 1 - 3of 3

On branch office ZyNOS ZyWALL:
Go to Security> VPN > VPN rules(IKE), add phase 1 rule to HQ.

¥PN Rules (IKE) | ¥PN Rules (Manual} SA Monitor Global Setting

Local * Internet Remote °
__ Network ‘% —mm_-@ _ Network
e - e 4 o,

¥PN Rules

* =
ta_hq Quz‘zszrgg @172.25.27.125 |§9 ﬁ %?

Add two phase?2 rules.

One is for traffic from branch to HQ. Local/Remote policy: 192.168.10.0/192.168.1.0
The other is for traffic from branch to ssl vpn client. Local/Remote policy:
192.168.10.0/10.0.0.1~10.0.0.10.
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¥PN Rules {(Manual) SA Monitor Global Setting

¥PN Rules

Internet
WVEN Tunnel

After the settings above are done on both HQ USG and branch ZyNOS ZyWALL, we
can verify whether the SSL VPN client can access the remoteréstalrces.

SSL client builds a full tunnel to the HQ USG.

Fd ZyWALL SecuExtender Status |

— Connection Statu

SecuE stender |P Address: 10.0.0.1
DNS Server 1: 0.0.0.0
DNS Server 2: 0.0.0.0
WINS Server 1: 0.0.0.0
WINS Server 2 0.0.0.0
Metwark. 1: 192.168.1.0/255.255.256.0
Metwark 2: 1592.168.2.0/255.255.285.0
Metwark. 3: 192.168.10.0,/255.255.255.0
Mebwork. 4: Mot configured
— Bctivity
Connection Time 00:04:13
Transmitted 4983 Bytes 39 Packets
Feceived 496 Butes 8 Packets

The SSL VPN client can access both the HQ USG local resources 192.168.1.0/24,
192.168.2.0/24, and the branch office USG local resources 192.168.10.0/24.
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PPP adapter {567A1C?0-B4A8-4FEA-B362-1B773853884A3:

Connection—specific DNS Suffix

IP Address. . . . « . . . . . 18.8.8.1

Subnet Mask . . . . . . - 255.255 255255
Default Gateway . . . . . -

IC-“Documents and Settings“Administrator>ping 172.168.1.1
Pinging 192_168.1.1 with 32 hytes of data:

Reply from 192.168.1.1: bytes=32 time=bms TTL=64
Reply from 192.168.1.1: bhytes=32 time=5ms TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 2. Received = 2, Lost = B <(Bx loss).
Approximate round trip times in milli-seconds:

Minimum = %ms. Maximum = Sms, Average = Sms
Control-C
™G
IC-“Documents and Settings“Administrator>ping 192.168.2.1

Pinging 192.168.2.1 with 32 bytes of data:
Reply from 192.168.2.1: bytes=32 time=0tms TIL=64
Ping statistics for 192.168.2.1:
Packets: Sent = 1. Received = 1, Lost = B {(Bx loss).
Approximate round trip times in milli—seconds:
Minimum = Sms. Maximum = Sms. Average = Sms

IC=*Documents and Settings“Administratorping 192.168.18_.33

Pinging 192_168.18.33 with 32 bytes of data:

Reply from 192.168.18.33: bytes=32 time=14ms TTL=125
Reply from 192.168.18.33: bytes=32 time=10ms TTL=125

Ping statistics for 192.168.18.33:

Packets: Sent = 2. Received = 2, Lost = B (Bx loss>.
fpproximate round trip times in milli-seconds:

Minimum = 1@ms, Maximum = 14ms. Average = 12ms
Control-C
~C
C:“Documents and Settings~Administrator>
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2. Deploying EPS

2.1.EPS Introduction

EPS is short for Endpoint Security.

Endpoint refers to PCs, laptops, handhelds,Etdpoint Security is a security

concept that assumes each endpoint is responsible for its own sétetritgrk

administrator can set restrict policiesaltow only the endpoints that comply with its

defined security requirements to access network resources. The endpoint security

requirement items may contatarrent antivirus state personal firewalland

operating system patch leyekc.

Forexamplea | ocal endpoi ntvirudsotwane ibdtalled.df it surfsany ant
internet, thereb6s a high risk that it may |
be propagated among the entire local network.

Another example isin SSLVPN case. IfB& L VPN cl i ent-vrdsoesnodt he
software installed, when it accesses the HQ local resources through SSL VPN tunnel,

it may propagate the virus to HQ local subnet.

To prevent such undesired situatitie network administrataan use EPS checking

to restrict endpoi nt ©rdythe eompliant ehdpaint caregets pr i v i
authority to access certain network resources.

2.1.1.EPS --- WebGUI

Go to Configuratiorr Object> Endpoint Security to create EPS objects, which can
later be used in Usemfare and SSL VPMpplications.

EPS Object Summar ¥

# Ohject Natne Descri iption Endpoint Operating System

Below is the EPS editing page.

For the Passing Criterion, you can choose
checking itemo, or AEndpoint must comply w
I f you choose fiEntdhp oaitntl emausstt ocnoempclhye cwkii ng i

can pass the EPS checking as long as it matches at least one checking items that listed
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below the Passing Criterion.
| f you choose fAEndpoint must comply with al
complywith all the checking items listed below to pass the EPS checking.

General Settings
Ohiject Mame: nkernet_windows_check

Drescripkion:

Passing Criterion
@ Endpoint musk comply with at least one checking item

Endpaint musk comply with all checking items

The first checking item is Operating Systéfau can select Windows, Linux, Mac
OSX, and other OS.

If you choose OS as Windows, you can define the OS checking item in detail for its
version and service pack.

Windows Versionincludes Windows 2000, Server 2003, XP, Vista, Windows 7
Server 2008 and Server 2008.R

Endpoint must update to Windows Service PackWe can enter the minimum
Windows service pack number the user's computer havst installed. The user's
computer must have this service pack or higher.

Checking Item - Operating System

Endpoint Operating System: Windows| ~
windaw Version: Windows
] . ) Limz .
Endpoint musk update to Windows Service Pack: for at least 3PZ update, blank For don't care)

Mac O5x
COthers

The other checking items vary according to the OS you selected.
If OS checking item is selectedW8 n d o w s , additionalrcreedkingeitemas the
following:
A Windows Updite and Security Patch
A Personal Firewall
Personal firewall support list
Kaspersky _Internet_Security v2009
Kaspersky _Internet_Security v2010
Microsoft_Security _Center
Windows_Firewall
Windows_Firewall_Public

T To To To >
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A TrendMicro_PGCCillin_Internet_Security v2010

A TrerdMicro_PGCillin_Internet_Security Pro_v2010
A Anti-Virus Software

Anti-Virus Software support list

Kaspersky_ AntVirus_v2009
Kaspersky AntVirus v2010
Kaspersky_Internet_Security v2009
Kaspersky_Internet_Security v2010
TrendMicro_PCCillin_AntiVirus_v2010
TrendMicro_PCCillin_Internet_Security v2010
TrendMicro_PCCillin_Internet_Security Pro2010
Norton_AntiVirus, 2010
Norton_Internet_Security, 2010
Norton_360 Version, version 3
Avria AntiVir Personal_v2009

To o Io Bo Do Do o o Do Do Do

@cking Item - Windows Update and Security Patl:D

Windows Update Settings
V| Endpoint must enable Windows Auto Update

Windows Security Patch that endpoint must have
) Add
# Windows Security Patch

Page |1 | of1 Show | 50 |items Mo daka to display

Example:
"windows Security Patch” | KBSAEZ

@:cking Item - Personal Firew@

V| Endpoink must have Personal Firewall installed

Available Allowed Personal Firewall List
Micrasoft_Security_Center Kaspersky_Internst_Security w2009
TrendMicro_PC-cilin_Internet_Security_Pro_v2010 Kaspersky_Internet_Security w2010
TrendMicro_PC-cillin_Internet_Security_w2010
Windows_Firewall
windows_Firewall_Public
Endpaink needs to match any of the personal Firewall
@ecking Itend - Anti-Yirus 50ftwa|9
| Endpaint must have Anti-¥irus software installed
Available Allowed Anti-¥irus Software List
Avira_ankivir_Personal w2009 - Kaspersky _Anki-wirus_»z009
kaspersky _Inkernet_Secority w2009 kaspersky _Anki-wirus_»2010
Kaspersky_Internet_Security_w2010
Micrasaft_Security_Center
Markon_360_v3 3z
If OS checking item is selected as Linux,éhér e addi ti onal checking

57
All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyWALL USG Support Notes

following:
A Application
Process that endpoint must execute
Process that endpoint cannot execute
A File Information

Checking Item - Operating System

Endpoint Operating System: Lirn v

@ecking Item - npplicati@

@cess that endpoint must euecu@
0 Add

# Trusted Process -

Page |1 | of1 Show| 50w items Mo data to display

@ucess that endpoint cannot execu@
) Add

# Forkidden Process -

Page |1 | ofl Show| 50w items Mo data to display

m "Filename extension” is unnecessary on process check when 05 type is "Windows".

@ecking Item - File Infurmati@

e Add
# Filz Path - Opetation | File Size Operation | File Yersion
Page |1 |of1 Show| 50w items Mo data to display
Example:

"File Path" : Ci\Program FilesiInternet Exploreriiexplore. exe
"File Size" : 1-1073741524 bytes
"File Wersion" : 6.0,2900.2130

I f the OS checking item is selected as
checking item.

General Settings

CObject Mame: test
Description:
Passing Critetion
@ Endpoint musk carmply with at lzast one checking item
(7 Endpaint musk comply with all checking items
Checking Item - Operating System

Endpaint Operating Syskern: Others w

2.1.2.EPS --- CLI
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You can use the CLI below to check your USG EPS information.

Router> show eps signature status

This command shows the current ESi@nature statysncluding version, release date
and signature numbeos your USG.

Router> show eps signature status
EPS signature information:
Current version : [.0.0.2

Helease date . 2B3-1-21
aignature numbers : 13 .
Houter> show eps signature personal -firewal |

Router> show eps signatysersonafirewall
This command shows current EPS signatures for personal firgvealking

Houter> show eps signature personal-firewal |
Oetection

Kaspersky_[nternet_Security_uc@Pg
Kaspersky_[nternet_Security uc@10@
Microsoft_Security_Center

Windows_Firewal |
TrendMicro_PC-cillin_Internet_Security u2@10@
TrendMicro_PC-cillin_Internet_Security Pro u2@10@
Windows_Firewal | Public

N -F~Largy—

Router> show eps signature awitius
This command shows the current EPS signatures forv@ans program checking.

Houter> show eps signature anti-virus .
Oetection

Norton_PAnti-Uirus_ucd1@
Norton_[nternet_Security v2@10@

Norton_36@_u3

Microsoft_Security_Lenter

TrendMicro_PC-cil lin_AntiVirus_u2@I@
TrendMicro_PC-cil lin_Internet_Security ue@lf
TrendMicro_PC-cil lin_Internet_Security Pro_ucB10@
Auira_Antivir_Personal _uch@g
Kaspersky_Anti-Uirus_ucd|B
Kaspersky_Internet_Security_uc@|B
Kaspersky_Anti-Uirus_ucBPY
Kaspersky_Internet_Security_ucl@g

l
2
3
4
5
b
?
B
g
l
l
l

NOTE: I f t he Detitenmedns thinEPS gigaatute £an brdy ddiesto 0
whet her the software is installellthe but it
Detection status i s Ayeso, it means this E
is installed, as well as detegth et her it 6s active or not.
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2.1.3.EPS Application Note

1. If you want to use EPS feature, no matter in User Aware application or in SSL
VPN application, you should install Java, and make swa i3aenabled in your
browser.

2. Although EPS checking is achievedBy* S si gnatures, it doesnbo
The signature is updated with firmware upgrade.

2.2.Deploy EPS in User Aware

To protect company network, the administrator can set Authentication Policies to
restrict clients that not only pass user aware autheiotcdout also pass EPS
checking, can reach certain network resources, such internet, or DMZ serves.

2.2.1.Application Scenario

The company has LAN zone and DMZ server zone. The network administrator makes
restrictions as following:

Only clients that havanttvirus software installed can access the servers in DMZ

zone.

Only clients that have both antirus software and personal firewall installed can

access internet.

DMZ server zone

LAN Zone

2.2.2.Configuration Steps

Stepl.Go to Configuratior» Object> Endooint Security, add ES objects.
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Add EPS object that complies with DMZ checking requirements.

=" Edit EPS

[ show Advanced Settings

General Settings

Object Mamne: DMZ_check

Descripkion:

Passing Crikerion

() Endpaint musk camply with at least one checking item

Endpoint must comply with all checking items

Checking Item - Operating System
Endpoint Operating System: indows
Window Version: Windows %P

Endpoint must update to Windows Service Pack:

Checking Item - Windows Update and Security Patch

Windows Update Settings
Endpoint must enable Windows Auto Update

Yindows Security Patch that endpoint must have
@) Add
# Windows Security Patch -

Page |1 of 1 Show | 50w |ikems

Example:
"Windows Security Patch” ; KBSES2

Checking Item - Personal Firewall

Endpoint must have Personal Firewall installed

w

(ex: 2 For at least SPZ update, blank for don't care)

Mo data o display

Available Allowed Personal Firewall List

Kaspersky _Inkernet_Security w2009 i
Kaspersky _Inkernet_Security_w2010
Micrasoft_Security_Center
TrendMicra_PC-cillin_Internet_Security_Pro_w2010
TrendMicra_PC-cillin_Internet_Security w2010

Endpoint needs to match any of the personal firewall

Checking Item - Anti-¥irus Software

V| Endpoint must have Anti-Yirus software installed

&)

Available Allowed Anti-¥irus Software List
Awira_Antivir_Personal_w2009 -~

Kaspersky _Inkernet_Security_w2009
Kaspersky _Inkernet_Security_w2010

Endpaint needs to match any of the anti-virus

Kaspersky _fnti-¥irus_»2009
Kaspersky _fnti-virus_»2010

Add EPS object that complies with internet checking requirements.
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=/ Edit EPS

[ show advanced Settings

General Settings

Object Mame: internet_chedk
Description:
Passing Criterion

() Endpaint rust cormply with at lzast one checking item

@ Endpoint must comply with all checking items

Checking Item - Operating System
Endpoint Operating System: indows >
Window Version: Windows %P w

Endpoint must update to Windows Service Pack:

Checking Item - Windows Update and Security Patch

Windows Update Settings
[] Endpaint must enable \Windaws Auta Update
Windows Security Patch that endpoint must have
@ Add T

# Windows Security Patch

Page |1 of 1 Show | 50w |ikems Mo data ko display

Example:
"windows Security Patch” @ KBSES2

Checking Item - Personal Firewall

Endpoint rmust have Personal Firewall installed

Awailable Allowed Personal Firewall List

Kaspersky _Inkernet_Security_w2010

Microsoft_Security _Center

&)

TrendMicro_PC-cilin_Internet_Security_Pro_v2010
TrendMicro_PC-cilin_Internet_Security_w2010

Endpaint needs to match any of the personal Firewal

Kaspersky _Inkernet_Security_w2009 -~

W

Checking Item - Anti-Yirus Software

Endpoint rmust have Anki-Yirus software installed

Awailable Allowed Anti-¥irus Software List

Kaspersky _fnti-Yirus_»2009
Kaspersky _fnti-Yirus_»2010

™[]

Kaspersky _Inkernet_Security_w2009
Kaspersky _Inkernet_Security_w2010

Endpoint needs to match any of the anti-virus

Awira_Antivir_Personal w2009 -

EPS object summary.

All contents copyright (c) 2010 ZyXEL Communications Corporation.

(ex: 2 For at least SPZ update, blank for don't care)

©B]

©BE]

1€
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EPS Object Summary

@ add . i
# Ohject Mame Description Endpoint Operating System
1 DMZ _check wvincovys
2 internet_check wwinclowy s
Page El of 1 Show |50 |ikems Displaying 1 - 2 of 2

Checking Failure Message

Endpoint Security checking Failed, Please contact administrator for help,

Step2. Go to Configuratiom Authentication Policyenable Authentication Policy.

General Settings

| Enable Authentication Policy |

Add authentication policies for DMZ access and internet access checking.

General Settings

Enable Palicy
Description: DMZ_access {Optional)

User Authentication Policy

Source Address: LaN1_SUBMNET w | INTERFACE SUBMET, 192,165.10.0/24
Destination Address: DMZ_SUBNET w | INTERFACE SUBMET, 192,1658.3.0/24
Schedule: none v | MNiA

Authentication: required v

Force User Authentication (7]

Endpoint Security {(EPS)
Enable EPS Checking
[] Periadical checking time 1 (1-1440 minutes)
Available EPS Object Selected EPS Object
internet_check DMZ_check

®E
©B

Endpoint needs to match at least one EPS object.
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